


ATTACHMENT 1
AUTOMATED INSTALLATION ENTRY-3 (AIE-3)
USE CASES
This attachment describes several Use Cases envisioned for the AIE-3 System Product Demonstrations, along with the participants involved, and the steps and system functions that will be employed.  These Use Cases represent conceptual Access Control Point (ACP) operations and should not be interpreted as policy for operation of access control.
Although AIE-3 will be capable of providing all the functionality addressed in the AIE-3 Concept of Operations (CONOPS), installations may have distinctive protocol based on their Standard Operating Procedures (SOP) for ACP operations that differ from the Use Cases.
The Use Cases depict a subset of the AIE-3 system operational scenarios. These Use Cases are intended to verify the basics of potential offerors’ proposed solution and are not intended to show all possible entry scenarios onto a facility.
This attachment depicts 5 Use Cases, which are:
1. [bookmark: OLE_LINK7][bookmark: OLE_LINK8]AIE-3: Enroll/Register Permanent Party User
2. AIE-3: Vet User Credentials
3. AIE-3: Automated Access through an ACP Vehicle Lane
4. AIE-3: Automated Access through an ACP Vehicle Lane using Selectable Lane Access Criteria at any FPCON Level
5. AIE-3: Remotely Control ACP Vehicle Lane Operations

AIE-3 Product Demonstration Use Cases
	1. AIE-3:  Enroll/Register Permanent Party User

	Discussion:  Conducted at Registration Station.
The user requests enrollment, and registration staff enrolls the user into the system as a permanent party.

	Initial Flow:  User with Valid Credential
	Credential:  Government Evaluator’s CAC

	Step
	Actor
	Actions

	a. 
	Government User
	Presents authorized credential to Registration Personnel.

	b. 
	Offeror Registration Personnel
	Reads credential.

	c. 
	AIE-3 System
	Populates user fields with data captured from credential.

	d. 
	Offeror Registration Personnel
	Enters additional user information in enrollment fields as necessary.

	Alternate Flow:  User with Invalid Credential
	Credential:  Test Teslin Card, 
ID # 000010959-01, Angelita Rose Baker

	e. 
	Military Dependent  User
	Presents invalid credential to Registration Personnel.

	f. 
	Offeror Registration Personnel
	Reads credential.

	g. 
	AIE-3 System
	Populates user fields with data captured from credential.

	h. 
	Offeror Registration Personnel
	Enters additional user information in enrollment fields as necessary.
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	2. AIE-3:  Vet User Credentials

	Discussion:  Conducted at Registration Station.
The credentials of the user are vetted against an authoritative source to authenticate the validity of the user and users’ credentials.  
Registration staff has entered the user’s application information into the registration software.

	Initial Flow:  Registration Accepted
	Credential:  Government Evaluator’s CAC

	Step
	Actor
	Actions

	a. 
	AIE-3 System
	The system initiates vetting of information from the valid User credential to the authoritative database and debarment list.  User data is returned from the authoritative database and populates registration fields.

	b. 
	Offeror Registration Personnel
	Registration personnel continue with the enrollment process - takes photograph, fingerprint, Personal Identification Number (PIN) and Signature of the user and adds it to the user’s Personal Identification Record (PIR).

	c. 
	Offeror Registration Personnel
	Completes registration processes; stores user record.

	Alternate Flow:  Registration Denied
	Credential:  Test Teslin Card,
ID # 000010959-01, Angelita Rose Baker

	d. 
	AIE-3 System
	The system initiates vetting of information from the invalid User credential to the authoritative database.  User data is returned from the authoritative database with a description that the credential is denied registration.

	e. 
	AIE-3 System
	The system displays the reason why the user is denied registration.

	f. 
	Offeror Registration Personnel
	Registration personnel notify the user that registration is denied and stop the enrollment process.





	3. AIE-3:  Automated Access through an ACP Vehicle Lane 

	Discussion:  Conducted at ACP Vehicle Lane.
The user enters the automated vehicle lane and presents credentials for entry onto the facility.

	Initial Flow:  Vehicle Lane Access with Gate Arm in Normal DOWN Position
	Credential:  Test CAC,
ID # 2001395303, Joseph Franklin Johnson III

	Step
	Actor
	Actions

	a. 
	Offeror Vehicle Driver
	Complies with all posted instructions and compliance measures and advances to the vehicle lane driver interface pedestal.  Lane traffic signal is red, and gate arm is in the down position.

	b. 
	Vehicle Detector
	Alerts AIE-3 system that a vehicle is present.

	c. 
	CCTV
	Sends front and back images of vehicle (including license plate) to Guard Booth, Gate House and remote monitoring station.

	d. 
	Offeror Vehicle Driver
	Presents authorized credentials for installation access to the vehicle driver interface pedestal.

	e. 
	Credential Reader 
	Scans credential’s bar code and forwards information to the local server.

	f. 
	AIE-3 System
	Returns user data, including driver image, and displays it on Guard Force workstations along with an indication as to whether the individual credential presented matches that in the registration database and is valid.

	g. 
	AIE-3 System
	For access granted, the traffic light turns green and the gate arm goes up indicating that the driver can proceed.

	h. 
	Offeror Vehicle Driver
	Secures credentials then carefully advances through automated vehicle gate for installation entry.

	i. 
	Vehicle Detector
	Alerts AIE-3 system that vehicle has cleared the gate arm.  Gate arm is lowered to closed position and traffic signal returns to red.

	Alternate Flow 1:  Automatic Registration
	Credential:  Test CAC,
ID # 2001395311, Mary Ann Lambert

	j. [bookmark: _Hlk318794616]
	As Indicated
	Repeat Steps a. through e. above.

	k. 
	AIE-3 System
	Vehicle driver's PIR is NOT found in Local Registration Database.

	l. [bookmark: _Hlk343248054]
	AIE-3 System
	Vets credential data against the authoritative database.  User data including photo is displayed.

	m. 
	AIE-3 System
	Upon positive vetting response, the retrieved photo is displayed for visual comparison against the image from the driver camera. This data will be stored with user PIR data file.

	n. 
	AIE-3 System
	Registration is complete and vehicle is allowed to proceed. 

	o. 
	As Indicated
	Repeat Steps g. through i. above.

	Alternate Flow 2:  Access Denied
	Credential:  Test Teslin Card,
ID # 000010959-01, Angelita Rose Baker

	p. 
	As Indicated
	Repeat Steps a. through e. above with Test Teslin credential.

	q. 
	AIE-3 System
	Vets credential data against the authoritative database.  

	r. 
	AIE-3 System
	Credentials are denied by the AIE-3 system and driver and vehicle are denied access to installation.  Pedestal display notifies driver that access is not granted, lane traffic light remains red and gate arm remains down.

	s. 
	AIE-3 System
	The system displays on the Guard Force workstations the reason why the user is denied access.



	Step
	Actor
	Actions

	t. 
	Offeror Lane Guard
	Notifies driver that access is denied and instructs driver to proceed to vehicle turn-around as soon as gate arm is lifted.

	u. 
	Offeror Lane Guard
	Overrides ACP Lane Controls and lifts gate arm via workstation to allow vehicle to proceed through turn-around.

	v. 
	Offeror Vehicle Driver
	Secures credentials, waits for gate arm to rise, then carefully advances through vehicle turn-around and exits area.

	w. 
	Vehicle Detector
	Alerts AIE-3 system that vehicle has cleared the gate arm.  Gate arm is lowered to the down position.

	Alternate Flow 3:  Vehicle Lane Access with Gate Arm in UP Position
	Credential:  Test CAC,
ID # 2001395320, John Edward Robert, Jr.

	x. 
	Lane Guard
	Changes ACP Lane configuration to Gate Arm in up position.   Lane traffic signal remains red.

	y. 
	Vehicle Driver
	Complies with all posted instructions and compliance measures and advances to the vehicle lane driver interface pedestal.  Lane traffic signal is red, and gate arm is in the up position.

	z. 
	Vehicle Detector
	Alerts AIE-3 system that a vehicle is present.

	aa. 
	CCTV
	Sends front and back images of vehicle (including license plate) to Guard Booth, Gate House and remote monitoring station.

	ab. 
	Vehicle Driver
	Presents authorized credentials for installation access to the vehicle driver interface pedestal.

	ac. 
	Credential Reader 
	Scans credential’s bar code and forwards information to the local server.   

	ad. 
	AIE-3 System
	Returns user data, including driver image, and displays it on Guard Force workstations along with an indication as to whether the individual credential presented matches that in the registration database and is valid.

	ae. 
	AIE-3 System
	For access granted the traffic light turns green indicating that the driver can proceed.

	af. 
	Vehicle Driver
	Secures credentials then carefully advances through automated vehicle gate for installation entry.

	ag. 
	Vehicle Detector
	Alerts AIE-3 system that vehicle has cleared the gate arm.  Traffic signal returns to red.  Gate arm remains in up position.







	4. AIE-3:  Automated Access through an ACP Vehicle Lane using Selectable
	Lane Access Criteria at any FPCON Level

	Discussion:  Conducted at ACP Vehicle Lane.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The user enters the automated vehicle lane and presents credentials for entry onto the facility.
System Administrator uses menu/pick lists to select installation access criteria.

	Initial Flow:  Credential Plus Biometric (Fingerprint)
	Credential:  Government Evaluator’s CAC (same CAC used in Use Case 1, Initial Flow)

	Step
	Actor
	Actions

	a. 
	Offeror System Administrator
	System Administrator logs onto workstation and selects ACP operations information.

	b. 
	AIE-3 System
	Provides menu pick list of selectable lane access criteria. (example: credential only, credential plus biometric, etc…)

	c. 
	Offeror System Administrator
	System Administrator makes selection based on FPCON level and corresponding selectable lane access criteria.
NOTE:  For this Use Case, FPCON level is set to Charlie.  System Administrator selects "Credential plus Biometric" from the list of selectable lane access criteria.

	d. 
	AIE-3 System
	Records the transaction and System Administrator identifying information.

	e. 
	As Indicated
	Repeat Steps a. through e. in Use Case 3.

	f. 
	AIE-3 System
	Queries the vehicle operator for a biometric scan (fingerprint).

	g. 
	Offeror Vehicle Operator
	Presents fingerprint for scan.

	h. 
	AIE-3 System
	Compares presented data with PIR and returns user data for display on Guard Force workstations. For access granted the traffic light turns green and the gate arm goes up indicating that the driver can proceed.

	i. 
	As Indicated
	Repeat Steps g. through i. in Use Case 3.

	Alternate Flow:  Credential Plus PIN
	Credential:  Government Evaluator’s CAC (same CAC used in Use Case 1, Initial Flow)

	j. 
	As Indicated
	Repeat Steps a. and b. above.

	k. 
	Offeror System Administrator
	System Administrator makes selection based on FPCON level and corresponding selectable lane access criteria.
NOTE:  For this Use Case, FPCON level is set to Charlie.  System Administrator selects "Credential plus PIN" from the list of selectable lane access criteria.

	l. 
	AIE-3 System
	Records the transaction and System Administrator identifying information.

	m. 
	As Indicated
	Repeat Steps a. through e. in Use Case 3.

	n. 
	AIE-3 System
	Queries the vehicle operator for a PIN.

	o. 
	Offeror Vehicle Operator
	Enters PIN.




	Step
	Actor
	Actions

	p. 
	AIE-3 System
	Compares presented data with PIR and returns user data for display on Guard Force workstations.  For access granted the traffic light turns green and the gate arm goes up indicating that the driver can proceed.

	q. 
	As Indicated
	Repeat Steps g. through i. in Use Case 3.
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	5. AIE-3:  Remotely Control ACP Vehicle Lane Operations

	Discussion:  Conducted at ACP Vehicle Lane and Remote Monitoring Station.
The user enters the automated vehicle lane and presents credentials for entry onto the facility.
ACP Vehicle Lanes are controlled by a remote workstation.

	Initial Flow:  Vehicle Lane Access with Gate Arm in Normal DOWN Position
	Credential:  Test Teslin Card,
ID # 000013019-00, Kim Nguyen

	Step
	Actor
	Actions

	a. 
	Offeror Remote Monitoring Station Operator (simulated with secondary workstation)
	Assumes control of Vehicle Lane Operations for ACP.

	b. 
	AIE-3 System
	Notifies all Guard Force and Gate House workstations that Remote Monitoring Station Operator has control of Vehicle Lane Operations for ACP.

	c. 
	As Indicated
	Repeat Steps a. through i. of Use Case 3 with Test Teslin credential.

	Alternate Flow:  Access Denied
	Credential:  Test Teslin Card,
ID # 000010959-01, Angelita Rose Baker

	d. 
	As Indicated
	Repeat Steps a. through e. of Use Case 3 with Test Teslin credential.

	e. 
	AIE-3 System
	Vets credential data against the authoritative database.  

	f. 
	AIE-3 System
	Credentials are denied by the AIE-3 system and driver and vehicle are denied access to installation.  Pedestal display notifies driver that access is not granted, lane traffic light remains red and gate arm remains down.

	g. 
	AIE-3 System
	The system displays on the Remote Monitoring Station workstation the reason why the user is denied access.

	h. 
	Offeror Remote Monitoring Station Operator
	Notifies driver that access is denied and instructs driver to proceed to vehicle turn-around as soon as gate arm is lifted.

	i. 
	Offeror Remote Monitoring Station Operator
	Overrides ACP Lane Controls and lifts gate arm via workstation to allow vehicle to proceed through turn-around.

	j. 
	Offeror Vehicle Driver
	Secures credentials, waits for gate arm to rise, then carefully advances through vehicle turn-around and exits area.

	k. 
	Vehicle Detector
	Alerts AIE-3 system that vehicle has cleared the gate arm.

	l. 
	Offeror Remote Monitoring Station Operator
	Lowers gate arm to the down position and returns ACP Lane Controls to automatic.






