


AIE-3 Attachment 5 
Background Information for External Interfaces, Authoritative DOD Databases and Other Federal Data Sources
Introduction
The information contained in this document is intended to provide an overview of the software interface services that are currently used or planned to be used to obtain or verify identity information. 
Current
The current AIE-2 Enterprise System uses fault-tolerant enterprise server sets to house all cardholder data, perform all vetting functions, and synchronize data among all Installations.  This solution provides a single connection to the Defense Manpower Data Center (DMDC) managed and controlled Defense Enrollment Eligibility Reporting System (DEERS) database to vet and re-vet personnel.  The Web Services use Simple Object Access Protocol (SOAP) / eXtensible Markup Language (XML) formatted messages for requests and responses. These secure Web Services provide customers the ability to securely verify the identity of users accessing their applications and to synchronize a local data store.
The AIE solution integrates an enterprise-wide dual redundant server set installed at a government-provided hosting location.  The enterprise server set is clustered over a network connection to provide redundancy and support continuous capability in the case of a failure at either server.  They provide a central repository of all cardholder and credential data registered in all AIE site servers.   The enterprise servers distribute new records, as well as changes to existing cardholder records.  For example, if a re-vetting request returns a negative response to the enterprise server, the site servers and ACP servers will be updated with this information and cardholder access permissions revoked to prevent ingress through previously accessible lanes.
At the site level, there is one redundant server set that houses all cardholder records enrolled in the AIE Enterprise System.  This server is mirrored to a geographically separated backup server that provides full redundancy for all site server capability.  All cardholder records are also replicated to a database within a cost effective server located at each ACP.  This database stores the access permissions and maintains an access denied list.  The system also authenticates credentials to ensure validity.  For site infrastructure, dark fiber is used when available; otherwise, Virtual Local Area Network (VLAN) capability is installed.  All servers in the system implement a synchronization routine that enables the reproduction of enrollment records from the site server to the enterprise servers and to the servers located at each ACP.
Future
Network monitoring will be performed by Defense Information Systems Agency (DISA) using System Center Operations Manager (SCOM)/System Center Configuration Manager (SCCM)  enterprise services.  SCOM/SCCM provides a common, effective framework for operations monitoring and helps reduce IT costs, keeping IT systems up-to-date, stable and secure.
The following description provides a brief overview of the Government-owned Interoperability Layer Service (IoLS) that will provide the future interface to DOD authoritative databases and other Federal and state data sources.  Further details on the schema, connection methods, and other information on Web Services will be made available upon performance of the contract. 
In its broadest description, the IoLS has a wide scope, as it encompasses several key systems and services within the Department of Defense (DOD).  When fully deployed it will allow DOD to meet the intent of Army Regulation (AR) 190-13, The Army Physical Security Program, as well as the Federal implementation guidance deadline for creating and implementing an architecture  supporting the Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation Guidance target state that focuses on enabling logical and physical access.
The key functions of the IoLS are to:  

· Obtain information from the Source Services (e.g., Federated Credential Interface, Enterprise Data Services, and Continuous Information Management Engine (CIME)) 
· Provide the information to its Customers, the Physical Access Control System (PACS) Servers, where and when it is needed 
In order to perform this function, two basic services are provided: 
· Registry Data Service - to provide credential verification, registry data and any prior security alerts that have been obtained from the CIME.  In addition it provides the capability to add local facility access persons, otherwise known as “Locals” within the DOD, to a central store so they too can be included in the update service.  
· Update Service - to provide updates to information affecting registry like credential revocations and security alerts
These services are supported by the IoLS data store which provides the following functionalities:
· Tracking where persons and their credentials are registered  
· Storing credential revocations and Security alerts received from  source services (i.e., Enterprise Data Services, Continuous Information Management) for distribution and to make prior security alerts available to new registry requests
The Registry Data Services will support:
· Registration of all persons seeking access to DOD facilities (i.e., DOD ID holders)
· Credential holders that can be Federated to DOD (e.g., PIV, PIV-I, and TWIC card holders) 
· Local base access person with no credential who will be issued a Local Access card (Visitor Pass)
· Non- DOD persons will receive an interoperable LP EDI PI when added to the IoLS Locals database
The Update Services will support: 
· Credential revocations for PACS Server registered DOD credentials (e.g., Transportation Worker Identification Credential (TWIC™), Personal Identity Verification (PIV) credentials from other Federal agencies and Personal Identification Verification Interoperability (PIV-I) card holders)	
· Security Alerts like ‘be on the lookout’ (BOLOs), debarments, and information reported by the National Crime Information Center (NCIC) and the Terrorist Screening Database (TSDB) for all persons stored by the IoLS DB based on PACS Server registry
The Locals Database (DB) is an Identity Management System (IdMS) that tracks local populations, Federated credential revocations, and security alerts, similar to DOD’s DEERS.  Locals are defined as persons that fall under any of the following three categories: 
· Does not have a digital identity in DOD-wide DEERS, 
· Does not have a DOD ID (i.e., CAC or Teslin) card 
· Does not have a DOD Electronic Data Interchange Personal Identifier (EDI PI)
Local persons include those non-DOD persons with credentials that can be federated to the DOD (e.g., TWIC™, PIV credentials from other Federal agencies and PIV-I credentials for commercial organizations), local access personnel that have not been issued a credential that can be federated, and persons issued a local access card. 



