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[bookmark: _Toc323210128]INTRODUCTION
[bookmark: _Toc323210129]Purpose
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]This Concept of Operations (CONOPS) describes implementation of an Automated Installation Entry (AIE) family-of-systems (FoS) capability for U.S. Military Installations.  It defines AIE operational concepts that will enhance installation security and force protection (FP) while reducing troop-to-task functions and streamlining authentication and verification of personnel entering U.S. installations.
[bookmark: _Toc323210130]Scope
The scope of this CONOPS is limited to contractor and Government activities involved with development and implementation of AIE-3 capabilities.  This CONOPS is to be used as guidance by all Army major commands, subordinate commands, defense agencies and contractor entities involved with the AIE-3 program. 
[bookmark: _Toc323210131]Background
Homeland Security Presidential Directive - 12 (HSPD-12), signed by President George W. Bush on 27 August 2004, mandated implementation of a Government-wide standard for secure and reliable forms of identification issued by the Federal Government to its employees and contractors (including contractor employees).  In November 2005, the Access Control Working Group (ACWG), a standing sub-committee of The Department of the Army Physical Security Review Board, was convened to establish operational requirements for the implementation of the AIE program.  As a direct result of this initial meeting, the Charter of the ACWG was changed to incorporate a reference to the Army Standard for Access Control Points (ACP) and Standard Definitive Design and to add the AIE program to the Army Transforming Access Control Initiative.  A special focus group was designated by the Chairman and an Integrated Process Team (IPT) was established to examine specific functional requirements and technical solutions to satisfy the Army access control initiative.
The AIE program objectives focus on how to enhance security at Army Installations through electronic verification and authentication of identification (ID) credentials.  This inherently establishes permissions to control access, maintain or increase traffic throughput, reduce guard requirements, streamline personnel assessment for access and define Army policy and standards for AIE operations.
The Joint Program Executive Office for Chemical and Biological Defense (JPEO-CBD) was designated by the Principal Deputy Assistant Secretary of the Army (Acquisition, Logistics and Technology) on 12 August 2008 as the Material Developer for the AIE program.  The AIE program is being executed by the office of the Product Manager, Force Protection Systems (PdM-FPS), Fort Belvoir, Virginia.
[bookmark: _Toc323210132]Relation to Key Army Concepts
Protection of Department of Defense (DOD) installations and personnel is inherent to command throughout the joint services.  Within the Joint Operations Concepts (JOpsC), AIE-3 will assist Commanders and staffs responsible for planning and executing protection by providing a comprehensive architecture for sharing database information between supporting elements worldwide.  It will provide information from ACP security operations and will enhance the overall level of FP on the installation.
Installation Commanders are responsible for their local security.  Movement, offensive and defensive operations, all include static elements that require the early warning and situational awareness provided by AIE-3.  AIE-3 will, as a minimum, enhance security at Army installations through electronic verification and authentication of identification (ID) credentials.  The free and frequent flow of information between installations, and potentially the joint services, will enhance FP for all installations and will require registration only at home station.  Providing an accurate transfer of database information throughout the joint services contributes to the holistic approach for effective installation security.
[bookmark: _Toc323210133][bookmark: OLE_LINK23][bookmark: OLE_LINK24]References
Army Standard for AIE (Part I) and Army AIE System Specifications (Part II), 19 November 2007
American National Standards Institute/National Institute of Standards and Technology (ANSI/NIST)-ITL 1-2011, NIST Special Publication 500-290, Data Format for the Interchange of Fingerprint, Facial & Other Biometric Information, November 2011
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Army Access Control Points Standard Design/Criteria, January 2009
AR 25-1, Army Knowledge Management and Information Technology, 4 December 2008
AR 25-2, Information Assurance, 24 October 2007
AR 190-13, The Army Physical Security Program, 25 February 2011
AR 700-127, Integrated Logistics Support, 17 July 2008, Rapid Action Revision, 29 April 2009
AR 750-43, Department of the Army (DA) Test, Measurement and Diagnostic Equipment (TMDE), 3 November 2006
DOD 5200.08R, Physical Security Program, 9 April 2007. Change 1, 27 May 2009
DODD 8500.01E, Information Assurance, 23 April 2007
DODI 5200.08, Security of DOD Installations and Resources, 10 December 2005, Change 1, 19 May 2010
DODI 8510.01, DOD Information Assurance Certification and Accreditation Process, 28 November 2007
DTM 09-012, Interim Policy Guidance for DoD Physical Access Control, 8 December 2009, Change 1, 30 September 2010
Executive Order 9397 (SSN)
Federal Highway Administration (FHWA), Manual of Uniform Traffic Control Devices (MUTCD), December 2009
FIPS PUB 140-2, Security Requirements for Cryptographic Modules, 25 May 2001
FIPS PUB 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors, March 2006
HSPD-12, Homeland Security Presidential Directive, Policy for a Common Identification Standard for Federal Employees and Contractors, 27 August 2004
Information Operations Capstone Threat Assessment, 6th Edition, Volume 9:  Electronic Warfare, Computer Network Operations, April 2007, Volume 10
Public Law 110-181, Section 1069
[bookmark: OLE_LINK27][bookmark: OLE_LINK28]The Initial Threat Warning Assessment (ITWA) for Integrated Unit, Base and Installation Protection, 9 May 2007
The ITWA for Information Operations Versatile Electronic Attack, 14 December 2005
The Privacy Act of 1974, 5 U.S.C. 552a
Title 10 U.S.Code Section 3013, Secretary of the Army
24

FOR OFFICIAL USE ONLY
[bookmark: _Toc323210134]Concept of operations (conops)
[bookmark: _Toc323210135]Operational Environment
The AIE-3 System will be installed at U.S. Military Installations (predominantly U.S. Army Facilities) within the Continental United States (CONUS) and may be installed Outside the Continental United States (OCONUS) as directed.  It will be employed primarily in non-tactical environments to enhance installation security and FP.  The AIE-3 System will be installed, employed, maintained and supported at all locations by Civilian Contractors, military personnel and U.S. Government Civilian Personnel.  The AIE-3 system will be mission capable in environments that meet basic cold and hot weather criteria and be capable of continuous operation under harsh weather and environmental conditions.  It will be employed across the full spectrum of CONUS and perhaps OCONUS installation operations.
The AIE-3 System will operate using local commercial power and will be equipped with an Uninterruptible Power Source (UPS).  The System will be mutually compatible with other electronic equipment operating in its Area of Operations without interference, to include multi-national forces and will be capable of maintaining operations in the electronic environment.
AIE-3 will be able to operate as a stand-alone system or as a System of Systems (SoS), and be part of a fused, automated, integrated and layered security plan.  The AIE-3 System will operate in the same arena as other FP systems without interference or degradation to any system.
In the recent past, during periods of increased security risk, DOD limited access to installations and facilities that were previously unrestricted.  Unintended consequences of restricting access at some of the larger facilities increased the traffic burden on local communities.  Since a majority of the personnel working at these facilities were previously vetted in one form or another, Department of the Army determined that an automated access control system would allow timely access for personnel authorized to work on or visit Army installations, reduce the number of guards required at ACPs and alleviate the burden placed on local communities.
[bookmark: _Toc323210136]Threat Environment
The AIE-3 System will be employed to assist in countering individuals, approaching either on foot or in vehicles from intruding into areas designated off-limits for security purposes.  The primary threats to be countered by AIE-3 will include enemy infiltrators, insurgents, and other belligerent parties - virtually any person, element, or hostile group, including irregulars, criminals, terrorists and looters.
Components of AIE-3 will be vulnerable to physical destruction by small arms, grenade delivered fragments, blast effects, directed energy weapons, flame and incendiary weapons.  Electronic Warfare Systems continue to pose a significant threat to U.S. systems and are continuing to evolve and improve.  Wireless communication links are susceptible to the effects of wireless attack from individuals using devices to overwhelm the wireless connections that AIE-3 may depend on to transmit data.  If the adversaries are able to disrupt the wireless link, the wireless connection will be affected, rendering the data transmitted from wireless handheld devices useless.  Other threats to AIE-3 include theft, destruction and deception operations.
[bookmark: _Toc323210137]Program Interdependencies
AIE-3 will be part of a fused, automated, integrated and layered security plan, capable of interfacing with other FP systems to enhance the overall physical security posture of U.S. Military Installations.
[bookmark: _Toc323210138]Emergency Management and Monitoring Program (EM2P)
The Emergency Management and Monitoring Program (EM2P) concept provides mass warnings and system notifications for local, regional and national emergencies.  The EM2P Decision Support System (DSS) will provide, among other things, a Common Operating Picture (COP) for security personnel situational awareness.  The ability to receive and view maps, alerts, etc., at Gatehouses and remote wireless handhelds will greatly enhance security operations.
[bookmark: OLE_LINK31][bookmark: OLE_LINK32][bookmark: _Toc323210139]Integrated Commercial Intrusion Detection System (ICIDS)
The Integrated Commercial Intrusion Detection System (ICIDS) is a highly secure, standardized intrusion detection system using state-of-the-art technology to protect vulnerable high dollar and critical DOD facilities and assets.  AIE-3 will provide one-way notifications of major alerts of physical security alarms, ACP gate crashes, AIE-3 Server building intrusions and other events impacting the physical security of installations to the ICIDS system.
[bookmark: _Toc323210140]Defense Installation Access Control (DIAC)
The DIAC Working Group’s goal is to monitor compliance with Section 1069 of Public Law 110-181 for determining the fitness of personnel entering military installations in the U.S.
[bookmark: _Toc314225258][bookmark: _Toc323210141]Access Control Point Equipment Program (ACPEP)
ACPEP is implemented and managed by the U.S. Army Corps of Engineers (USACE) in Huntsville, AL.  ACPEP provides the required physical infrastructure to support installation of AIE-3 at Army installations to include canopies, conduit, UPS and AIE Server buildings.
[bookmark: _Toc323210142]Functional Capabilities
The AIE-3 system will be an electronic entry control system employed to provide automated authentication and verification of personnel entering Army installations.  The AIE-3 system will standardize and integrate identification, authorization, authentication, credentialing and access into Army installations.  The AIE-3 system will integrate with authoritative DOD and Federal databases that allow security personnel, FP assets and law enforcement to positively identify authorized patrons and vet those personnel requesting entry to the installation as required by HSPD-12.  The AIE-3 system will provide users authorized access in accordance with the DOD, Army and Installation Commander’s policies.
AIE-3 has two configurations.  The first, Fixed Full System, is a complete or full system and the second, Handheld System, which is a subset of the first.  The second configuration is a handheld system without the installation of fixed-lane equipment while providing the full functionality of authentication of registered personnel.  The primary benefit of this approach is to provide AIE-3 capability to installations not requiring the full system capability to achieve a level of AIE-3 capability consistent with their installation’s entry control requirements.  Examples of the Handheld System core components include handheld readers, a wireless access point and the database server for vetting the personnel credentials.  The AIE-3 Fixed Full System configuration is typically installed after the ACPEP site preparation is complete.  The Fixed Full System meets the full requirements of the AIE-3 System Performance Specification.  Variations of these configurations may be necessary based on changes in policy, installation and mission operations.
The system will operate within an enterprise network that links multiple AIE-3 sites to allow users, once registered, to access other AIE-3 sites without having to re-register.  The system will read, record and store credential and biometric information in an AIE-3 database.  The system will be operational 24 hours a day, 7 days a week.  Employing a remote monitoring station with access control will allow ACPs to be operated during lower Force Protection Condition (FPCON) levels without the presence of a Guard Force, greatly reducing troop-to-task functions.
Security during increased levels of FP at DOD installations can be enhanced by the use of a Personal Identification Number (PIN) and/or biometrics.  The inherent danger of presuming that a valid  ID is presented to security personnel is minimized through the automation of the vetting process that incorporates biometrics and Personally Identifiable Information (PII) data into the process.  Through automation, AIE-3 allows more efficient use of manpower and increases the throughput of vehicular traffic.  Verification of biometric data during periods of increased FP levels mitigates the risk of unlawful entry.  The system deters hostile intent by being a secure capability that verifies identification before access can be gained.
Future security enhancements may be deployed and integrated to detect explosives as vehicles pass through the ACP.  Sensors are strategically placed to detect explosives and provide warning to the guard force of potential danger.  Non intrusive inspection of vehicles and trucks at select lanes can further enhance security.  Near term use of this capability is not anticipated.
[bookmark: _Toc323210143]Registration
Each AIE-3 installation will operate a Visitor Control Center to register users.  Visitors may Pre-Register using an online web-based capability prior to arriving onsite.  AIE-3 will also provide Automatic Registration at the ACP lanes for specific individuals holding valid credentials.  (See Appendix B for a list of authorized credentials.)  Additionally, Portable Registration will be provided when scheduled for remote registration of groups of visitors at pre-determined locations.  During the registration process, the system will collect FIPS 201 compliant unique PII to include name, signature, fingerprint, Date of Birth (DOB), expiration date of credential, user-specified PIN and unit of assignment.  The registrant may also specify a duress code to be used at entry point keypads if warranted.
Pre-Registration
The web pre-registration server is an internet platform providing web-based pre-registration capabilities for each installation.  It stores data for all users requesting access to the facility and provides the data as pre-populated fields to the enrollment station at the Visitor Control Center (VCC) upon request.  By entering the appropriate data online, users can initiate registration before arriving onsite.  This mitigates delays in processing information of newly arrived applicants and visitors.
Visitor Control Center
Registration at each installation is accomplished at the VCC using the Enrollment Workstation.  The Workstation is a desktop workstation with integrated personal data display and credential readers.  It provides full registration and enrollment capabilities and is operated only by the installation registration personnel with limited interaction from the user.  The Enrollment Workstation is responsible for reading personal information input by the registrar and user and using this information to send a request to initiate vetting by the Enterprise Server.  In addition to collecting FIPS 201 compliant unique PII, the registrar will be able to select, from a list of all ACPs and Pedestrian Gates at an installation, the ACPs or Pedestrian Gates that a user will be allowed to enter.  Additionally, the AIE-3 system will vet personal information against access denied/debarment lists to determine if an individual is barred from accessing the installation.

Note:  All visitors are required to be vetted against the National Crime Information Center (NCIC) database.  DOD Physical Access Control Systems are not currently able to interface directly with this system.  However, future implementation of the Interoperability Layer Services (IoLS) will provide the interface to DOD authoritative databases and other Federal and state data sources.

Upon positive feedback from the vetting agencies and the debarment list check, the Registrar completes enrollment and issues required credentials.  The Registrar also links these credentials to the user's PIR.  Data does not reside permanently on the Enrollment Workstation and all communication is encrypted using a network encryption method that is transparent to the system operator(s).  Once registered, the user can immediately enter the installation via any AIE-3 enabled ACP.
Portable Registration
Portable Registration capabilities will be provided at pre-determined locations for convenience and to eliminate the need to visit the VCC for valid Common Access Card (CAC) and Teslin card holders.
Portable Registration is accomplished using a portable Workstation with integrated personal data and credential readers.  It provides full registration capabilities and is operated by trained personnel with limited interaction from the user.  The portable Enrollment Workstation reads personal information input by the registrar and uses this information to send a request to initiate vetting at an Enterprise Server.  Upon positive feedback from the vetting agencies, the Registrar completes enrollment.  Data does not reside permanently on the portable Enrollment Workstation and all communication is encrypted using a network encryption method that is transparent to the system operator(s).  Once registered, the user can immediately enter the installation via any AIE-3 enabled ACP.


Automatic Registration at Vehicle Lane
AIE-3 will provide an automatic registration capability at the vehicle lanes for users holding valid CACs, Teslin cards and state drivers’ licenses.  This selectable configuration will be provided per ACP per lane.  An additional feature shall include selectable biometric (fingerprint) request, capture and store for future use.
The AIE-3 system will allow the vehicle operator to present an authorized credential at the lane and will retrieve the information from the card’s memory (CAC), 1 or 2D bar code or magnetic stripe (state driver’s license) or 2-D bar code (Teslin) and vet against authoritative Federal, local and in-state and out-of-state data sources.
AIE-3 will display the retrieved image of the driver from the DEERS database or other authoritative sources.  This data will be stored in the user PIR data file for future use.  In accordance with Federal law, a notice addressing the Privacy Act and voluntary provision of personally identifiable information will be displayed at the Vehicle Pedestal for the Vehicle Driver.  Once successfully vetted, Automatic Registration will be complete and individuals will be granted access to the installation.
 If a fingerprint cannot be provided by the vehicle driver, then guard intervention will be required and will note that no fingerprint is available.
As the Federal Bridge is established and connectivity to external authoritative databases becomes operational through the IoLS, additional capabilities such as automatic registration with other state-issued identification cards may be added. 
[bookmark: _Toc323210144]ACP Operations
The ACP is a corridor at military installation entrances through which all vehicles and pedestrians must pass when entering or exiting the installation.  The ACP is responsible for the physical security and validation of all personnel entering DOD installations.  Although validation and access challenges may vary significantly from one installation to another, the AIE-3 program establishes access control and validation processes that facilitate standardization of ACP operations.  
Vehicle Lane Operations
To accomplish ACP entry processing, vehicle lanes are equipped with several components to control credentials validation and vehicle movement.  Lane traffic signals inform drivers which lanes are operating.  Cameras located at the front and rear of the lanes record activity in real-time, including images of license plates.  Additionally, the system will have the capability to function with different configurations:  Automatic Registration, Gate Arm up and Gate Arm down; Credential Reader only; Credential and PIN; Credential and Biometrics; or Credential, PIN and Biometrics.
A Vehicle Pedestal, located at each lane, contains an intercom, credential reader with PIN capability, driver camera to capture the driver’s image within a height range of 3 to 7 feet from the ground and biometrics scanner.  The intercom provides two-way audio communication between the vehicle lane and the remote monitoring station and ACP to allow the user to communicate to the monitoring station operator or ACP guard in the event that access processing requires this communication.  The credential reader scans a user’s credentials, accepts entry of a PIN and/or biometrics, if required, and the driver camera records a live image of the driver’s face.
[bookmark: OLE_LINK13][bookmark: OLE_LINK14]The AIE-3 system also allows the installation commander or authorized security official to electronically configure the system to require varying combinations of identification for any threat condition or FPCON level.  All possible identification combinations for vehicle lanes include the following:
	User Identification – Vehicle Lanes

	FPCON Level
	Identification
	Additional Restrictions

	
	Credentials
	PIN
	Biometrics
	

	Normal / Alpha
	R
	S
	S
	None

	Bravo
	R
	S
	S
	None

	Charlie
	R
	S
	S
	· 100% inspection
· Automated access not granted

	Delta
	N/A
	N/A
	N/A
	· All access denied
· Facility in Lockdown

	NOTE:  R = Required,  S = Selectable



The PIN and/or Biometrics with authorized credentials provide a more rigorous authentication process while enabling reduction in troop-to-task functions.  In addition, the option of entering a duress code provides registrants the ability to clandestinely notify security forces that they are being forced to transport a potential threat onto the installation.
The system retrieves the user’s record from the site database and presents the information to the Guard Booth, Gate House and remote monitoring center displays.  The guard compares the user’s photo with the video of the user at the lane to ensure that they are the same individual.  If there is a problem, the guard will have the ability to override the system to prevent entry.  All access control transactions are recorded for potential reporting.  
A Gate Arm Assembly is integrated with the AIE-3 system to allow entry (arm goes up) upon successful user verification or deny entry (arm stays down) if access is denied.  
[bookmark: OLE_LINK29][bookmark: OLE_LINK30]A traffic light (green, red) is also integrated into the system to denote status and there are sensors to detect vehicle proximity to the gate. 
Another distinguishing feature of the system is the operational use of wireless handheld credential readers.  Handhelds will be provided at each vehicle lane with associated battery backup.  Some installations may require handheld lane operation only.  These devices must be FIPS 201-1 compliant and capable of reading credentials identified in Appendix B, with the capability to accept PIV-I and NFI PIV-I credentials as they become compliant.
During handheld-only vehicle lane operations, lane equipment is not used.  The wireless access point, ACP server equipment, digital Closed Circuit Television (CCTV), video recording devices, and network equipment are some of the key components needed for processing and forensics with handheld vehicle lane operations.
Sequence of Vehicle Lane Functions
1.  As a vehicle enters the lane, fixed overwatch cameras constantly record and archive driver and vehicle images.  All video is stored for forensic purposes using a Digital Video Recorder (DVR).
2.  Signage and traffic lights are used to direct vehicles entering the automated lanes.
3.  Vehicle detectors are used to determine when a vehicle has entered or cleared the lane (Entry/Exit).
4.  While the vehicle is in front of the vehicle pedestal, a camera within the pedestal allows for viewing of the driver on a monitor at the remote monitoring station and within the Guard Booth and Gate House.  
5.  The driver presents credentials.
If access is authorized:
· “Access Granted” is displayed.
· The reader informs the driver that access is granted.
· The gate arm rises.
· The traffic signal switches from red to green.
· The information display on reader instructs the driver to proceed.
· After the Gate Arm Assembly detects that the vehicle has cleared the gate arm, the gate arm lowers, the gate arm traffic signal returns to red and the entry lane is ready for the next vehicle.
If access is denied:
· “Access Denied” is displayed along with a description of the reason for denial.
· The reader informs the driver that access is denied.
· The gate arm remains down and the gate arm traffic signal remains red.
· The vehicle driver is notified in person or by intercom to exit the vehicle lane using the turn-around after the gate arm is raised.
The Lane Guard, Guard House Operator, and remote monitoring station will all be equipped with the capability to perform these functions and to override automatic system functions as required to deny or allow access.
Sequence of Handheld Operations:
1.  As a vehicle enters the lane, fixed overwatch cameras constantly record and archive driver and vehicle images.  All video is stored for forensic purposes using a DVR.
2.  Signage and traffic lights are used to direct vehicles entering the automated lanes.
3.  The driver presents credentials to the guard.
4.  The guard reads the credential with the handheld device and the system queries the database.  
5.  The handheld device displays the user data and photo and the guard compares the information and photo of the user.
6.  If access granted is displayed, the guard returns the credential and the vehicle is allowed to proceed.  If access is denied, the guard will review the reason for denial and direct the vehicle accordingly. 
Pedestrian Portal Operations
Some ACPs also have a high volume of pedestrian traffic.  At these designated locations, pedestrian portals will be installed and will contain an intercom, credential reader with PIN capability, pedestrian camera and biometrics scanner.
The intercom provides two-way audio communication between the pedestrian portal and guards to allow users and guards to communicate in the event that access processing requires this communication.  The credential reader scans a user’s credentials, accepts entry of a PIN and biometrics, if required, and the pedestrian camera records a live image of the pedestrian’s face.
The AIE-3 system allows the installation commander or authorized security official to electronically configure the system to require varying combinations of identification for each threat condition or FPCON level.  All possible identification combinations for pedestrian portals include the following:
	User Identification – Pedestrian Portals

	FPCON Level
	Identification
	Additional Restrictions

	
	Credentials
	PIN
	Biometrics
	

	Normal / Alpha
	R
	R
	S
	None

	Bravo
	R
	R
	S
	None

	Charlie
	R
	R
	S
	· 100% inspection
· Automated access not granted

	Delta
	N/A
	N/A
	N/A
	· All access denied
· Facility in Lockdown

	NOTE:  R = Required,  S = Selectable



[bookmark: OLE_LINK11][bookmark: OLE_LINK12]The PIN with authorized credentials provides a more rigorous authentication process and is required at the Pedestrian Portal/Turnstile for access at all FPCON levels below Delta.  The use of biometrics scanning provides additional rigor to the authentication process.  The option of entering a duress code also provides registrants the ability to clandestinely notify security forces that they are being forced to transport a potential threat onto the installation.  
The system retrieves the user’s record from the site database and presents the information to the Guard Booth, Gate House and remote monitoring center displays.  The guard compares the user’s photo with the video of the user at the portal to ensure that they are the same individual.  If there is a problem, the guard will have the ability to override the system to prevent entry.  All access control transactions are recorded for potential reporting.
Sequence of Pedestrian Portal Functions
1.  As a pedestrian approaches the portal, fixed overwatch cameras constantly record and archive the pedestrian images.  All video is stored for forensic purposes using a DVR.
2.  While the pedestrian is in front of the pedestrian pedestal, a camera within the pedestal allows for viewing of the individual on monitors within the Guard Booth and Gate House and at the remote monitoring station.  The video of the pedestrian is also recorded and stored for forensic purposes.
3.  The pedestrian presents credentials and enters PIN.
If access is authorized:
· “Access Granted” is displayed.
· The information display on the credential reader instructs the pedestrian to proceed through the portal.
· A signal is sent to the portal controller and the pedestrian is allowed to enter the installation.
· After the validated pedestrian has completed entry through the portal, it is again locked for the next user.
If access is denied:
· “Access Denied” is displayed along with a description or the reason for denial.
· The reader informs the pedestrian that access is denied.
· The portal remains in locked position.
· The guard intervenes and interrogates the user.
The Lane Guard, Guard House Operator, and remote monitoring station will all be equipped with the capability to perform these functions and to override automatic system functions as required to deny or allow access.
Guard Booth Operations
The Guard Booth is equipped with a workstation, display panel and intercom.  Operators in the Guard Booth are able to monitor all vehicle lanes and pedestrian portals and also have the ability to override automatic gate functions if necessary.  Guard Booths are located along the access lanes and can be manned by Guards during higher FPCON levels as long as the access lane is open.
Within the Guard Booth, a monitor displays information for determining access rights for each driver/vehicle or pedestrian.  This information includes data from drivers and pedestrians, live video feeds of drivers and pedestrians and justification for entry determinations.  The monitor displays the user record for comparison with real-time video recorded of the user from the vehicle lane and pedestrian portal.  The monitor also alerts the Lane Guard when any user is to be denied access at the vehicle lane or pedestrian portal.  The Guard Booth operator is able to grant/deny access, perform a lane override and provide an all-stop traffic hold.
Wireless handheld readers will be FIPS 201-1 compliant with the ability to capture biometrics and accept authorized credentials and PINs.  The device will have the ability to display user information, photos and biometric data as needed.  Additional capability will include receiving and displaying the COP.  The device will be designed for 12 hours of use without disruption due to battery failure.  The device will not store user data, will provide encryption for data in transit and be configured to be “locked down.”
Gate House Operations
The Gate House is equipped with a workstation, display panel and intercom.  Operators in the Gate House are able to monitor all vehicle lanes and pedestrian portals and also have the ability to override automatic gate functions if necessary.  The intercom provides two-way audio communication between the Gate House and the ACP lanes to assist and or interrogate users.  The workstation will also be capable of receiving and displaying a COP that provides both graphical and textual information.
The Gate House monitor displays information for determining access rights for each driver/vehicle or pedestrian.  This information includes data from drivers and pedestrians, live video feeds of drivers and pedestrians and justification for entry determinations.  The monitor displays the user record for comparison with real-time video recorded of the user from the vehicle lane and pedestrian portal.  The monitor also alerts the Gate House operator when any user is to be denied access at the vehicle lane or pedestrian portal.  Gate House operators are able to grant/deny access, perform lane overrides and provide an all-stop traffic hold.
[bookmark: _Toc323210145]The ACP Server stores personal information records of all users enrolled in the AIE-3 Enterprise System which it receives from the Site Server.  Each ACP server contains appropriate encryption and storage to house the entire Army cardholder database and represents state of the market in performance as well as scalability and high availability.


Site Server Center Operations
The Site Server stores personal information records of all enrolled users and is capable of storing at least 2,000,000 (scalable up to 20,000,000) personal records.  The site server is responsible for pushing any updates to user records (received from the Enterprise Server) to all ACP servers at a given installation.  The Site Server also relays any information regarding new records, or changes to existing records it receives from the enrollment station, to the enterprise server for inclusion in all other server databases within the system.  This server is mirrored to a geographically separated backup server that provides full redundancy for all site server capability.
The Site Server receives Information Assurance Vulnerability Management (IAVM) updates and also maintains a debarment list, a list of personnel that are to be denied access onto the facility, provided by the installation Commander.
The AIE-3 System re-verifies the personal credentials of enrolled personnel with DEERS at least once every 75 minutes and when capabilities exist, will perform law enforcement background checks of enrolled personnel with NCIC and in state and out-of-state law enforcement sources at least once every three months.
For any verification that is performed, the system positively identifies individuals who fail the periodic re-vetting process (such as have an expired or revoked credential or have new criminal activity on record) and updates the PIR.
[bookmark: _Toc323210146]Enterprise Services Operations
The Enterprise Server Center is the single point of contact for external vetting agencies.  Every request from an installation’s Site Server Center is passed through the Non-secure Internet Protocol Router Network (NIPRNet) to the Enterprise Server Center and returned.
The system consists of an enterprise server cluster that includes two servers.  The enterprise server set provides data mirroring and system failover from the primary to the backup enterprise server.  Connectivity is provided via the NIPRNet to the authoritative databases.  AIE-3 will provide a web services open architecture IoLS middleware for connection to DEERS and other DOD databases and to the Federal Bridge for additional sources to vet user data.  The Enterprise Server is responsible for sending new records and updates to existing records down to all site servers.  Each Enterprise Server has appropriate encryption and storage to house the entire Army cardholder database.
[bookmark: _Toc318793611][bookmark: _Toc323210147]Open Base Operations
Some lower-priority U.S. installations may not require standard gate installations at ACPs and can be considered “open” bases.  For these specific circumstances, a minimal AIE-3 capability will be implemented that does not employ the use of vehicle lane or pedestrian portal equipment.
The base system is comprised of CCTV, license plate and overwatch cameras.  The vehicle license tag is captured and vetted against local and state criminal justice agency databases.  ACP server equipment for video recording, wireless point and server connectivity to the Site Server also provide the capability for periodic manning at the gate with wireless handheld devices. 
This minimal configuration provides early warning of vehicles approaching the ACP.  Additional strategically positioned cameras will help to track vehicles once on base.  License plate cameras capture license plate numbers that are then vetted against in state and out-of-state criminal and Federal crime databases.  Alerts of matches from this vetting process are sent to the site’s remote monitoring station and provided as part of the COP to the mobile Security Force on the wireless handheld devices for response as warranted.
[bookmark: _Toc323210148]Monitoring and Control
The AIE-3 System will provide remote monitoring and control of all ACPs from a centralized location on site.  This capability may consist of ACP video feeds and lane transactions.  This eliminates the need for Guards at the vehicle lanes during lower FPCON levels and greatly reduces troop-to-task functions.
Network monitoring will be performed by Defense Information Systems Agency using System Center Operations Manager (SCOM)/System Center Configuration Manager (SCCM) enterprise services.  SCOM/SCCM provides a common, effective framework for operations monitoring and helps reduce IT costs, keeping IT systems up-to-date, stable and secure.
[bookmark: _Toc314225267][bookmark: _Toc323210149][bookmark: _Toc314224581][bookmark: _Toc314225037][bookmark: _Toc314225268][bookmark: _Toc314224582][bookmark: _Toc314225038][bookmark: _Toc314225269][bookmark: _Toc314224583][bookmark: _Toc314225039][bookmark: _Toc314225270][bookmark: _Toc314224584][bookmark: _Toc314225040][bookmark: _Toc314225271][bookmark: _Toc314224585][bookmark: _Toc314225041][bookmark: _Toc314225272][bookmark: _Toc314224586][bookmark: _Toc314225042][bookmark: _Toc314225273][bookmark: _Toc314224587][bookmark: _Toc314225043][bookmark: _Toc314225274][bookmark: _Toc314224588][bookmark: _Toc314225044][bookmark: _Toc314225275]Network / Communications
The Army’s 7th Signal Command (Theater) [7th SC(T)] will provide an enterprise network infrastructure designed to integrate the AIE-3 fiber/network architecture/topology infrastructure into each designated Army CONUS installation site facility virtual local area network (VLAN).  7th SC(T) follow-on life-cycle Operations & Maintenance (O&M) support for the AIE-3 at the installation level will be provided by the installation Network Enterprise Centers (NEC)/Directorates of Information Management (DOIM).  AIE-3 enterprise network access to the NIPRNet will be available via the network Top-Level Architecture (TLA) managed by the 2nd Signal Center/CONUS Theater Network Operations & Security Center (C-TNOSC), to include computer network defense (CND) protection, whereby the 2nd Signal Center/C-TNOSC will place its standard enterprise signature NIPS/NIDS sensor detection templates on the TLA sensors designed to protect the Army’s Enterprise (to include AIE-3 traffic) and to look for the common, current and most appropriate attack methods and vulnerabilities.  The 2nd Signal Center/C-TNOSC will work with the Regional Computer Emergency Response Team – CONUS (RCERT-C) and the respective NECs/DOIMs when handling alerts from these sensors in accordance with current computer network defense regulations and guidance (e.g., AR 25-2, Sections VII and VIII).  AIE-3 network protection below the 2nd Signal Center/C-TNOSC-managed TLA components will be provided by the installation NECs, DOIMs and Information Assurance Managers (IAMs), such as local VLAN and Host Based Security System (HBSS) O&M requirements associated with the AIE-3 network traffic.
[bookmark: OLE_LINK17][bookmark: OLE_LINK18][bookmark: OLE_LINK15][bookmark: OLE_LINK16]The AIE-3 network design will provide protected connectivity between the Army CONUS post/camp/station installation AIE-3 VLAN nodes and the Defense Information System Network (DISN) enterprise backbone Wide Area Network (WAN) via the Army LandWarNet NIPRNet.  The AIE-3 system will also provide a standard interface for data interchange between any Access Control System that complies with the Security Equipment Integration Working Group (SEIWG) Information Control Document 0101b.
Communication between AIE-3 servers will use Advanced Encryption Standard (AES) 128-bit encryption on top of any additional encryption offered by the Local Area Network (LAN), providing encryption of data in transit.  Additionally, the AIE-3 system will encrypt data at rest.

[bookmark: _Toc323210150][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK21][bookmark: OLE_LINK22]Contractor Logistics Support (CLS)
The AIE-3 System will be sustainable throughout the lifecycle of the system with normal maintenance to the system.
[bookmark: _Toc323210151]Maintenance Planning
The maintenance concept is a two level approach consisting of Field level, also known as Organizational, and Depot, also known as Sustainment level.  Field maintenance is conducted by the system maintainer located at the designated installation.  The term Depot maintenance is not used in the conventional manner where systems would normally be returned to the Depot for repair.  Depot repair for AIE-3 hardware will be performed by Tobyhanna Army Depot (TYAD) personnel via mail or on site at the installation.  TYAD may elect to deploy Forward Repair Activity (FRA) maintenance personnel instead of personnel located at TYAD in Pennsylvania.
Sustainment providers will cover all product generations regardless of the final number of sites or locations.  Components of AIE-3 will be designed for minimal operator maintenance.  AIE-3 sustainment provider maintenance service will include all field level maintenance, above basic operator maintenance tasks and all sustainment level maintenance.  AIE-3 sustainment providers will determine if replacement of inoperative AIE-3 system components is more economical than repair.  Maintenance personnel will be certified in the maintenance and repair of the specific type of equipment installed and qualified to accomplish work promptly and satisfactorily.  It is extremely important that AIE-3 equipment be repaired as rapidly as possible since it has the mission of protecting highly sensitive assets.
Reliability, Availability and Maintainability (RAM) data such as system outages, replacements and time to replace or repair parts will be collected and entered into the Logistics Management Information (LMI) database.  Collected data will be used to calculate RAM metrics such as Mean Time to Repair (MTTR), Mean Time Between Failures (MTBF), Mean Time Between Critical Failures (MTBCF) and Operational Availability (AO), which will be used to establish an overall system reliability baseline.
[bookmark: _Toc323210152]Manpower and Personnel
The AIE-3 program will ensure timely and cost-effective procurement, integration and installation of current technologies for designated sites.  This will include the necessary manpower, personnel, skills and material to provide supplies and services required for the sustainment of the program.  Manpower and Personnel requirements for administering, registering, operating and maintaining the AIE-3 System will be required upon equipment installation.
[bookmark: _Toc323210153]Supply Support
Each AIE-3 installation will be provided sufficient consumables to begin use of the system immediately after fielding.  These consumable supplies include ID card stock, printer supplies, camera cleaning supplies and video data storage media.  The installation will provide its own consumables following completion of fielding.
AIE-3 sustainment providers will be the supply source for AIE-3 system components that are broken during use, lost, or stolen and will be acquired on a reimbursable basis by the Government.  Government-funded spare parts packages will include guaranteed maintenance response time, maintain required AO and replace broken, lost, or stolen AIE-3 system components.
[bookmark: _Toc323210154]Support Equipment
Requirements for support equipment and test devices will be assessed as the AIE-3 program matures.  Standard test equipment and tools will be used to the maximum extent possible.  The production contractor will be responsible for supplying common tools and any system unique Test Measurement and Diagnostic Equipment (TMDE) as well as additional tools necessary to support the AIE-3 system.  The production contractor will also be responsible for any calibration of equipment during the contractor maintenance/supply support period.  For follow-on efforts, required non-common tools, test equipment and associated supporting items will need to be acquired as part of the contractual effort.
[bookmark: _Toc323210155]Technical Data
[bookmark: _Toc238534075]The Government will obtain a complete system Technical Data Package (TDP) and all data rights from the vendor.  The objective is to ensure proper operation and sustainment.  All software will be provided with an end user license.  The detailed complexity level of these technical data packages will include block and wiring diagrams, equipment layout, communications protocols, wire type, quantity and approximate distances.  The technical data packages will also include communication speeds, hard disk size and configuration, command and alarm response time calculations, system start-up and shutdown procedures, system messages and printing formats.
[bookmark: _Toc323210156]Training and Training Support
After installation of the AIE-3 system, the vendor will provide initial training to each gaining site for operator, registrar, administrator and maintainer roles for the system.  As part of the training package, the vendor will provide training materials that will be used by the Installation to provide future sustainment training for their personnel.  If there are changes to the system baseline that affect training, the corresponding materials will be updated accordingly and made available to the affected installations.
[bookmark: _Toc323210157]Computer Resources Support
The Government will maintain all software and information assurance accreditations for the system with the respective agencies.  This includes DOD Information Assurance Certification and Accreditation Process (DIACAP) Certificate of Networthiness software certifications.  Additionally, the Government will ensure compliance with appropriate privacy guidance, etc.
Software support will initially be contractor-provided operating systems.  AIE-3 hardware and software computer resources will be supported through separate centralized sustainment service agreements.  The hardware system component support will be provided by TYAD through a Memorandum of Understanding (MOU) and supporting Statement of Work (SOW).  Software sustainment will be provided through a SOW for the Joint Program Manager, Information Systems (JPM IS), acting in the capacity of software manager and supported as required by the installation NEC.
[bookmark: _Toc323210158]Facilities
[bookmark: _Toc238534079]AIE-3 system equipment is installed and interconnected at the access control zone, the VCC, the ACP Gate House, the ACP Guard Booths and remote control/monitoring stations.  The USACE executes ACPEP.  AIE-3 equipment rack space will be required in the ACP Gate House.  Minimum equipment, structure and facility requirements are identified under the ACPEP to prepare an ACP for the AIE-3 Program.  All items will be installed in accordance with the Army ACP Standard.
[bookmark: _Toc323210159]Packaging, Handling, Storage and Transportation (PHS&T)
No special Packaging, Handling, Storage and Transportation (PHS&T) requirements are currently envisioned for the AIE-3 system.  All AIE-3 system components will be installed and tested in their final operational location prior to Government acceptance.  After that, any replacement components will be stored and shipped using best commercial packaging procedures.
[bookmark: _Toc323210160]Design Interface
AIE-3 design interface efforts will focus on selecting existing Commercial Off-The-Shelf (COTS), Government Off-The-Shelf (GOTS) and Non-Developmental Items (NDI) that will satisfy AIE-3 form, fit and function requirements.  Human Systems Integration (HSI) initiatives are not required because the system components are COTS / GOTS.

[bookmark: _Toc323210161][bookmark: OLE_LINK7][bookmark: OLE_LINK8]APPENDIX A - ACRONYMS AND ABBREVIATIONS																
7th SC(T)	7th Signal Command (Theater)

ACP		Access Control Point
ACPEP	Access Control Point Equipment Program
ACWG	Access Control Working Group
AES		Advanced Encryption Standard
AIE		Automated Installation Entry
ANSI		American National Standards Institute
AO		Operational Availability
AR		Army Regulation

C-TNOSC	CONUS Theater Network Operations & Security Center
CAC		Common Access Card
CCTV		Closed Circuit Television
CLS		Contractor Logistics Support
CND		Computer Network Defense
CONOPS	Concept of Operations
CONUS	Continental United States
COP		Common Operating Picture
COTS		Commercial Off-The-Shelf

DA		Department of the Army
DEERS	Defense Enrollment Eligibility Reporting System
DIAC		Defense Installation Access Control
DIACAP	DOD Information Assurance Certification and Accreditation Process
DISN		Defense Information System Network
DOB		Date of Birth
DOD		Department of Defense
DOIM		Directorate of Information Management
DSS		Decision Support System
DVR		Digital Video Recorder

EM2P		Emergency Management and Monitoring Program

FHWA		Federal Highway Administration
FIPS PUB	Federal Information Processing Standard Publication
FoS		Family of Systems
FP		Force Protection
FPCON	Force Protection Condition
FRA		Forward Repair Activity

GOTS		Government Off-The-Shelf

HBSS		Host Based Security System
HSI		Human Systems Integration
HSPD		Homeland Security Presidential Directive 

IAM		Information Assurance Manager
IAVM		Information Assurance Vulnerability Management
ICIDS		Integrated Commercial Intrusion Detection System
ID		Identification
IoLS		Interoperability Layer Service
IPT		Integrated Product Team
ITWA		Initial Threat Warning Assessment

[bookmark: OLE_LINK19][bookmark: OLE_LINK20]JOpsC		Joint Operations Concepts
JPEO-CBD	Joint Program Executive Office for Chemical and Biological Defense
JPMG		Joint Project Manager-Guardian
JPM IS		Joint Program Manager, Information Systems

LAN		Local Area Network
LMI		Logistics Management Information

MOU		Memorandum of Understanding
MTBCF	Mean Time Between Critical Failures
MTBF		Mean Time Between Failures
MTTR		Mean Time to Repair
MUTCD	Manual of Uniform Traffic Control Devices

NCIC		National Crime Information Center
NDI		Non-Developmental Item
NEC		Network Enterprise Center
NIPRNet	Non-secure Internet Protocol Router Network
NIST		National Institute of Standards and Technology

O&M		Operations & Maintenance
OCONUS	Outside the Continental United States

PdM-FPS	Product Manager, Force Protection Systems
PHS&T	Packaging, Handling, Storage and Transportation
PII		Personally Identifiable Information
PIN		Personal Identification Number
PIV		Personal Identity Verification

RAM		Reliability, Availability and Maintainability
RCERT-C	Regional Computer Emergency Response Team – CONUS

SCOM		System Center Operations Manager
SCCM		System Center Configuration Manager
SEIWG	Security Equipment Integration Working Group
SoS		System of Systems
SOW		Statement of Work
SSN		Social Security Number

TDP		Technical Data Package
TLA		Top-Level Architecture
TMDE		Test, Measurement and Diagnostic Equipment
TYAD		Tobyhanna Army Depot

UPS		Uninterruptible Power Source
USACE	U.S. Army Corps of Engineers

VCC		Visitor Control Center
VLAN		Virtual Local Area Network

WAN		Wide Area Network




[bookmark: _Toc323210162][bookmark: OLE_LINK25][bookmark: OLE_LINK26]APPENDIX B – LIST OF AUTHORIZED CREDENTIALS						
	Credential Usage

	Authorized Credentials
	FIPS 201-1 Compliant
	Use at Registration
	Vetting
	Auto Registration at Lane
	Use at Lane
	Vet to DEERS at the lane

	PIV
	X
	X
	NCIC (T)
Terrorist Watch List (O)
Debarment List (T)
Local & state criminal justice agency (O)
Biometric databases (O)
	
	X
	

	PIV-I
	Not compliant
	X
	NCIC (T)
Terrorist Watch List (O)
Debarment List (T)
Local & state criminal justice agency (O)
Biometric databases (O)
	
	X
	

	NFI PIV-I
	Not compliant
	X
	NCIC (T)
Terrorist Watch List (O)
Debarment List (T)
Local & state criminal justice agency (O)
Biometric databases (O)
	
	X
	

	CAC
	X
	X
	Authenticate at registration
	X – authenticate & register if not in system 
	X
	X

	DD Form 2A (active duty)
	Not compliant
	X
	DEERS (T)
Debarment List (T)
	X – authenticate & register if not in system
	X
	X

	DD Form 2 (armed forces Geneva convention)
	Not compliant
	X
	DEERS (T)
Debarment List (T)
	X – authenticate & register if not in system
	X
	X

	DD Form 2S
	Not compliant
	X
	DEERS (T)
Debarment List (T)
	X – authenticate & register if not in system
	X
	X

	DBIDS
	Not compliant
	X
	NCIC (T)
Terrorist Watch List (O)
Local & state criminal justice agency (O)
Debarment List (T)
	
	X
	

	Passport
	Not compliant
	X
	NCIC (T)
Terrorist Watch List (O)
Debarment List (T)
Local & state criminal justice agency (O)
Biometric databases (O)
	
	
	

	State issued Drivers License
	Not compliant
	X
	NCIC (T)
[bookmark: OLE_LINK33][bookmark: OLE_LINK34]Terrorist Watch List (O)
Local & state criminal justice agency (O)
Debarment List (T)
Biometric databases (O)
	X
	X
	

	TWIC
	Not compliant
	X
	NCIC (T)
Terrorist Watch List (O)
Debarment List (T)
Local & state criminal justice agency (O)
Biometric databases (O)
	
	X
	

	State issued ID
	Not compliant
	X
	NCIC (T)
Terrorist Watch List (O)
Debarment List (T)
Local & state criminal justice agency (O)
Biometric databases (O)
	
	X
	

	Key:	O = Objective Requirement
	T = Threshold Requirement
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