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Preface 
This Interoperability Layer Services (IoLS) Software Development Guide is designed to assist developers 

and other technical staff in creating client applications that communicate with the Interoperability Layer 

Services. 

An introductory knowledge of basic programming techniques, Web Services, and eXtensible Markup 

Language (XML) is required. This guide provides guidelines and examples intended to help developers 

create their client applications. 

The information in this document is effective at the time it was written and may change without notice. 

Please verify accuracy and timeliness of this information prior to developing or committing any software 

that interfaces with the IoLS.  

Prevision History 
Version Date Description Comments 

1.0 Draft September 17, 2012 Initial Draft version  
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1  Development Guide Overview 
This Interoperability Layer Services (IoLS) Software Development Guide is designed to assist developers 

and other technical staff in creating client applications that communicate with the IoLS.  

2 IoLS Overview 
The Interoperability Layer Services (IoLS) provide identity and identity-related services to support 

operations at the Service Regional Physical Access Control Systems (PACS) level. The key functions of 

the IoLS are to: 

• Obtain information from the Source Services (Federated Credential Interface, Enterprise Data 

Services, Continuous Information Management Engine, and PACS Servers). 

• Provide this information in near real-time to its customers and the PACS. 

2.1 Web Services Overview 

There are four Web Services that support the IoLS: Registration Service, Update Service, Local 

Population Service, and Security Alert Service. 

Registration Service – This service will provide credential verification, registration data, and any 

prior security alerts that have been obtained from the Continuous Information Management Engine 

(CIME). 

The Registration Service will support: 

• Rapid electronic authentication of DoD credentials, PACS credentials, and Federated 

credentials  

• Returning data necessary to register a subject in a PACS Server 

• Registration of all persons seeking access to DoD facilities that are supported by PACS 

Servers, and the PACS Servers are interested in receiving credential and Security Alert 

updates 

• Deregistration of a person so the PACS Servers will no longer receive Credential and Security 

Alert updates 

 

Update Service – This service will provide updates to information affecting registration, such as 

credential revocations and security alerts. 

The Update Service will support:  

• Credential revocations for PACS Server registered DoD credentials, Federated credentials 

(PIV, PIV-I, and TWIC card holders), and PACS credentials  
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• Security Alerts that are directly associated with persons stored by IoLS registration and 

detected by the Continuous Information Management Engine (CIME); such as suspended, Be 

on the Lookout (BOLO), Debarments, and other specific alerts. These alerts may be reported 

by Criminal Justice Information Systems (CJ) such as the National Crime Information Center 

(NCIC), Terrorist Screening Data Base (TSDB), or the service’s CJ (CLEOC, SFMIS, COPS). 

 

Local Population Service – This service will provide a credential and identity management interface 

for a Local Population (LP). Additionally, it provides the capability to add local population access 

persons, otherwise known as “Locals”, within the DoD, to a central store so they too can be included 

in the Update Service. 

The Local Population Service will support: 

• Addition of PACS and Federated credential holder identities 

• Addition of PACS Credentials 

• Addition of Federated Credential Certificates to support credentials being used for access 

• Management of PACS and Federated credential holder identities 

• Management of PACS credentials (terminate, revoke, etc.) 

• Generation and assignment of Local Population Electronic Data Interchange Person 

Identifier (LPEDIPI) to allow global tracking without relying on PII data 

 

Security Alert Service – This service will allow PACS Servers and CIME to insert Security Alerts into 

IoLS. The Security Alert Service will also manage these alerts. 

The Security Alert Service will support: 

• Addition of PACS Server Security Alerts 

• Management of PACS Server Security Alerts 

2.2 Web Services Availability 

All of our Web Services have a regularly-scheduled maintenance downtime on Saturdays from 2200-

2400 hours Eastern Standard Time and are available all other days 24x7. Extended maintenance 

windows are occasionally required and will be communicated to the customer in advance. Additional 

downtime is possible as needed. Requirements for rigorous high availability (greater than 97% uptime) 

must be negotiated in a Service Level Agreement (SLA). 

3 Connect to IoLS 
The interface to IoLS uses point-to-point connections to the Defense Manpower Data Center (DMDC) via 

HyperText Transfer Protocol (HTTP). The connection should be secured by a Public Key Infrastructure 

(PKI) Enabled Secure Sockets Layer (SSL) connection.  
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3.1 Establish a PKI-SSL Connection with DMDC 

1. Submit a PKI-enabled SSL Client Template to your IoLS Project Officer (PO) for the Test and 

Production servers. 

2. Obtain permanent Defense Information Systems Agency (DISA) certificates for each of the Test 

and Production servers. These certificates are available from your DISA representative. 

3. Provide your Project Officer (PO) with your DISA DoD RSA 2048-bit PKI server certificates, issued 

from the DISA DoD CA-27, for the Test and Production servers. 

4. After submitting the IP address information to your PO the process of coordinating the Change 

Request with the DMDC Systems Division will begin. There is typically a 2-3 week turnaround 

time for routine implementations. This turnaround time is standard and only in very rare cases 

can IP requests be expedited. 

5. Your PO will confirm that connectivity with DMDC has been established through the PKI-SSL 

connection.  

6. Confirm with your PO that the PKI-SSL connection is fully operational in both Test and 

Production.  

3.2 Connect to IoLS via PKI-SSL 

Connectivity to IoLS is confirmed by opening a URL connection. The tables below show the URLs for the 

IoLS Web Services in the Test and Production environments. 

3.2.1 Test Environment URL 

Service Test Environment URL 

Registration 

Service 

https://pkidm.dmdc.osd.mil/iols/1.2/RegistrationService 

Update Service https://pkidm.dmdc.osd.mil/iols/1.2/UpdateService 

Local Population 

Service 

https://pkidm.dmdc.osd.mil/iols/1.2/LocalPopulationService 

 Security Alert 

Service 

https://pkidm.dmdc.osd.mil/iols/1.2/SecurityAlertService 
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3.2.2 Production Environment URL 

Service Production Environment URL 

Registration 

Service 

https://pkiws.dmdc.osd.mil/iols/1.2/RegistrationService 

Update Service https://pkiws.dmdc.osd.mil/iols/1.2/UpdateService 

Local Population 

Service 

https://pkiws.dmdc.osd.mil/iols/1.2/LocalPopulationService 

Security Alert 

Service 

https://pkiws.dmdc.osd.mil/iols/1.2/SecurityAlertService 

 

3.3 Authenticate 

DMDC Web servers are access-controlled and require specific customer credentials. The Facility 

Identifier is used to authenticate each request, and therefore must be included in every request 

message. 

Your Facility Identifier will be assigned by the PO as part of setting up the certificates. 

3.4 Error Handling 

The client application must be designed to include an error-handling strategy. In addition to ensuring a 

successful connection, request, and response, the Status Codes in the response must be handled 

appropriately. In most instances, the Status Code in the response message indicates what action the 

client application should take. 

  



 

Interoperability Layer Services (IoLS) Software Development Guide 

9 | P a g e  

 

4 Web Services Descriptions 
IoLS uses four (4) Web Services: Registration Service, Update Service, Local Population Service, and 

Security Alert Service.  

4.1 Registration Service 

The Registration Web Service is used to register or deregister a person in IoLS. 

registerByToken 

Returns a status identifying the validity of the tokenIdentifier, and when the tokenIdentifier is valid, 

returns registrationData for the person. The registrationData includes the systemIdentifier which will 

uniquely identify the person in IoLS. In addition, the PACS will receive any applicable securityAlerts. 

For a PACS Token, a status of “Invalid Token” means the card is not interoperable and the card may 

need to be added to IoLS. For a DoD Token, a status of “Invalid Token” means that the DoD Card is not 

found in the Enterprise Data Services. 

deRegister 

Makes the systemIdentifier associated with the person no longer of interest to the facilityIdentifier. 

4.2 Update Service 

The Update Web Service is used to get any updates on Security Alerts, DoD credentials, Federated 

credentials (such as PIV, PIV-I, TWIC), and PACS Server credentials based on the given facilityIdentifier 

and startRequestDateTime.    

retrieveTicket 

Called to obtain a retrievalNumber from IoLS which is used in retrieveResult. 

retrieveResult 

Called to obtain a retrieveResultResult from IoLS. 

4.3 Local Population Service 

The Local Population Web Service is used by the PACS Server to manage Non-DoD Identities and their 

Credentials.  

inquireByIdentity 

Called to inquire about the existence of a Person within the IoLS Local Population. 

addIdentity 
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Called to add an Identity to IoLS Local Population. 

manageIdentity 

Called to manage Identity information in IoLS. 

addCredential 

Called to add a PACS Credential into IoLS. 

terminateCredential 

Called to terminate the Person’s PACS credential (terminateCredential) in IoLS. 

4.4 Security Alert Service 

The Security Alert Web Service is used to add and manage (modify) Security Alerts.  

addSecurityAlert 

Calls to add a Security Alert that may include debarments, revocation, wants and warrants, be on the 

lookout (BOLO), and suspensions.  

manageSecurityAlert 

Called to manage the following Security Alert fields: alertEndDate, alertReinstatementTerminationDate, 

and alertRemarks. Security Alerts can only be modified by the originating source.  

5 Use Cases 
The use cases are described below and involve processes to register a person, deregister a person, add 

and manage security alerts, add and terminate credentials, add and manage identity, inquire by identity, 

and retrieve updates. 
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5.1 Register a Person 

There are three ways in which a person can be registered into IoLS: 

• Register a Person with an Existing Credential 

• Register a Person by Adding a New PACS Credential 

• Register a Person by Adding a Security Alert 

5.1.1  Register a Person with an Existing Credential 

A person with a DoD or PACS credential requires installation access. The PACS System needs to use the 

DoD or PACS credential and register the person in IoLS. 

Register a Person with an existing PACS Credential to IoLS

PACS
Call Registration Service:

RegisterByToken(<registerByTokenParameters>)

[see Use Case]

Note:

Person is automatically registered if successful

Call Local Population Service:

InquireByIdentity(<inqurieByIdentityParameters>)

[see Use Case]

NO

YES

NO

Credential Exists/

Valid?

Person exists?

YES

Call Local Population Service:

AddIdentity(<addIdentityParameters>)

[see Use Case]

Call Local Population Service:

AddCredential(<addCredentialParameters>)

[see Use Case]

Note:

Person is automatically registered if successful

IoLS returns an 

<addCredentialResponse> 

IoLS returns a 

<registerByTokenResponse> 

Was a DoD or PACS 

Credential Used?

DoD

PACS

PACS applies Base Policy for use 

of an invalid DoD Card
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5.1.2 Register a Person by Adding a New PACS Credential 

The PACS System needs to issue a PACS credential to a Person who requires installation access.   

Register a Person that needs a New PACS Credential to IoLS

PACS

Call Local Population Service:

InquireByIdentity(<inqurieByIdentityParameters>)

[see Use Case]

NO

Person exists?

YES

Call Local Population Service:

AddIdentity(<addIdentityParameters>)

[see Use Case]

Call Local Population Service:

AddCredential(<addCredentialParameters>)

[see Use Case]

Note:

Person is automatically registered if successful

IoLS returns an 

<addCredentialResponse>

PACS Issues a PACS Credential 

to the Local Person for Access
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5.1.3 Register a Person by Adding a Security Alert 

A PACS System needs to add a security alert for a person who does not have either a DoD or PACS 

Credential. 

Register a Person by adding a Security Alert to IoLS

PACS

Call Local Population Service:

InquireByIdentity(<inqurieByIdentityParameters>)

[see Use Case]

NO

Person exists?

YES

Call Local Population Service:

AddIdentity(<addIdentityParameters>)

[see Use Case]

Call Security Alert Service:

AddSecurityAlert(<addSecurityAlertParameters>)

[see Use Case]

Note:

Person is automatically registered if successful

IoLS returns an 

<addSecurityAlertResponse>

PACS creates a Security Alert 

for the Person
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5.2 RegisterByToken 

A PACS needs to register a Person using an existing credential. 
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5.3 Deregister a Person 

A person with a DoD or PACS credential no longer requires installation access. The PACS System needs 

to deregister the person in IoLS. 

If the person is deregistered from all PACS, the five year data retention period for personal data starts. 

Deregister a Person

Registration Service –

deRegister(<deregisterParameters>)

IoLS returns Person Not Found <Status>

PACS

Person found?

IoLS returns Success <Status>

YES

NO
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5.4 Add Security Alert 

The PACS System needs to add a Security Alert for a person.  
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5.5 Manage Security Alert 

The PACS System needs to make a change to a previously entered Security Alert. The change may 

include revoking or extending the alert, or changing the remarks associated to the alert. 

Manage Security Alert

Same Originating 

Source?

PACS

Security Alert Service:

manageSecurityAlert(<manageSecurityAlertParameters>)

IoLS returns 

<manageSecurityAlertResponse>

YES

NO
Security Alert 

Exists?

IoLS returns Security Alert 

Exists <Status>

IoLS returns Alert May Only Be Modified 

by the Originating Source <Status>

YES

NO
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5.6 Add PACS Credential 

A PACS System wishes to make a PACS Credential Interoperable. 

If a PACS Credential already exists, the existing Credential must be terminated before a new one can be 

added. Refer to 5.7, Terminate Credential (page 19) use case. 
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5.7 Terminate Credential 

The PACS System needs to terminate a PACS Credential.  If the PACS is terminating the PACS Credential 

because the credential holder no longer requires access to the PACS, the PACS may Deregister the 

person. Credentials can only be terminated by the issuing PACS. Refer to 5.3, Deregister a Person (page 

15). 
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5.8 Add Non-DoD Identity 

The PACS System needs to add a Non-DoD Identity (Local Population Identity) to support the Add PACS 

Credential or Add Security Alert Use Cases. 

If the Person being added has a current DoD Credential, then the person is DoD affiliated and that DoD 

Credential must be used to register the person.  

Adding a Non-DoD Identity generates and returns a unique Person System Identifier (LPEDIPI) that IoLS 

will use when supplying updates. The PACS needs to retain this identifier to obtain security alert and 

credential termination updates. 
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5.9 Manage (Update) Non-DoD Identity 

The PACS System needs to make a change to or update the non-DoD identity information in IoLS. 
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5.10 Inquire by Identity 

The PACS System needs to obtain a Person System Identifier (LPEDIPI). 
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5.11 Retrieve Update 

The PACS System requests Credential Termination and Security Alert updates. 
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6 Development Support 
While developing and testing your client application, your PO is the primary point of contact for general 

questions, technical support, or any other issues. 

7 Additional Resources 

Resource Description URL 

DISA Customer 

Support 

DISA PKI Customer Support 

Phone Number 

1-800-490-1643 (DSN 339-5600) 

Web 

Resources/PKI 

JITC PKI Resource Site http://jitc.fhu.disa.mil/pki/ 

Web 

Resources/PKI 

DoD Class 3 PKI Home Page http://dodpki.c3pki.chamb.disa.mil/ 

Web 

Resources/Root 

CA Certificates 

Download Class 3 Root CA 

Certificate 

http://dodpki.c3pki.chamb.disa.mil/re

l3_dodroot_1024.p7b 

 Medium Assurance Root CA 

Certificate 

http://dodpki.c3pki.chamb.disa.mil/do

droot-med.p7b 

 Retired Class 3 Certificate 

Authorities 

http://dodpki.c3pki.chamb.disa.mil/re

l3_dodroot_1024_retired.p7b 

 DoD PKI Certificate CRL https://crl.gds.disa.mil/ 
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8 XML Schemas 

8.1 Registration Service XML Schema 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<xs:schema version="1.0" 

targetNamespace="http://mil.osd.dmdc.is/iols/RegistrationService

" xmlns:tns="http://mil.osd.dmdc.is/iols/RegistrationService" 

xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

 

  <xs:element name="deRegister" type="tns:deRegister"/> 

  <xs:element name="deRegisterResponse" 

type="tns:deRegisterResponse"/> 

  <xs:element name="deregisterParameters" 

type="tns:deregisterParameters"/> 

  <xs:element name="registerByToken" 

type="tns:registerByToken"/> 

  <xs:element name="registerByTokenParameters" 

type="tns:registerByTokenParameters"/> 

  <xs:element name="registerByTokenResponse" 

type="tns:registerByTokenResponse"/> 

  <xs:complexType name="registerByToken"> 

    <xs:sequence> 

      <xs:element name="registerByTokenParameters" 

type="tns:registerByTokenParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="registerByTokenParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="tokenIdentifier" 

type="tns:TokenIdentifierParameter"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="TokenIdentifierParameter"> 

    <xs:sequence> 

      <xs:element name="CRDL_TYP_CD" type="xs:string"/> 

      <xs:element name="TKN_TYP_CD" type="xs:string"/> 
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      <xs:element name="TKN_ID" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="registerByTokenResponse"> 

    <xs:sequence> 

      <xs:element name="registerByTokenResult" 

type="tns:registerByTokenResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="registerByTokenResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status" 

minOccurs="0"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="registrationData" 

type="tns:IdentityData"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Status"> 

    <xs:sequence> 

      <xs:element name="code" type="xs:string"/> 

      <xs:element name="message" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="IdentityData"> 

    <xs:sequence> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier" minOccurs="0"/> 

      <xs:element name="person" type="tns:PersonData"/> 

      <xs:element name="secondaryIdentifiers" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 
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            <xs:element name="secondaryIdentifier" 

type="tns:SecondaryPersonIdentifier" minOccurs="0" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

      <xs:element name="contact" type="tns:Contact"/> 

      <xs:element name="biometrics" type="tns:Biometrics" 

minOccurs="0"/> 

      <xs:element name="credential" type="tns:Credential" 

minOccurs="0"/> 

      <xs:element name="affiliation" type="tns:Affiliation" 

minOccurs="0"/> 

      <xs:element name="securityAlerts" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="securityAlert" 

type="tns:SecurityAlertInfo" minOccurs="0" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SystemIdentifier"> 

    <xs:sequence> 

      <xs:element name="PN_SYS_ID" type="xs:string"/> 

      <xs:element name="PN_SYS_ID_TYP_CD" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="PersonData"> 

    <xs:sequence> 

      <xs:element name="PN_ID" type="xs:string" minOccurs="0"/> 

      <xs:element name="PN_ID_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FN_ASSGN_ID" type="xs:string" 

minOccurs="0"/> 
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      <xs:element name="FN_ASSGN_ID_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_LST_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_1ST_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_MID_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_CDNCY_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_SEX_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="RACE_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_BRTH_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_DTH_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_DTH_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="US_CTZP_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CTZP_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SecondaryPersonIdentifier"> 

    <xs:sequence> 

      <xs:element name="SEC_PN_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_PN_ID_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_ISS_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_EXP_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_ST_CD" type="xs:string" 

minOccurs="0"/> 
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      <xs:element name="SEC_ID_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Contact"> 

    <xs:sequence> 

      <xs:element name="MA_LN1_TX" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_LN2_TX" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_CITY_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_ST_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_PR_ZIP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_PR_ZIPX_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="HM_TNUM_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="WK_TNUM_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Biometrics"> 

    <xs:sequence> 

      <xs:element name="physical" type="tns:Physical" 

minOccurs="0"/> 

      <xs:element name="photo" type="tns:Photo" minOccurs="0"/> 

      <xs:element name="fingers" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="finger" type="tns:Finger" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 
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        </xs:complexType> 

      </xs:element> 

      <xs:element name="hand_templates" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="hand_template" type="tns:HandGeom" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Physical"> 

    <xs:sequence> 

      <xs:element name="HGT_DM" type="xs:int" minOccurs="0"/> 

      <xs:element name="PN_WGHT_QY" type="xs:int" 

minOccurs="0"/> 

      <xs:element name="EYE_CLR_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_HAIR_CLR_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Photo"> 

    <xs:sequence> 

      <xs:element name="PHT_IMG" type="xs:hexBinary" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Finger"> 

    <xs:sequence> 

      <xs:element name="FNGR_IMG" type="xs:hexBinary" 

minOccurs="0"/> 

      <xs:element name="FNGR_CPTR_DT" type="xs:string" 

minOccurs="0"/> 
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      <xs:element name="FNGR_CMPSN_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_CPTR_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_IMG" type="xs:hexBinary" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_VNDR_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_DS_TX" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="HandGeom"> 

    <xs:sequence> 

      <xs:element name="HAND_TPL" type="xs:hexBinary" 

minOccurs="0"/> 

      <xs:element name="HAND_TPL_LEN" type="xs:int" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Credential"> 

    <xs:sequence> 

      <xs:element name="CRDL_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CRD_EXP_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PACS_CRD_ISSR_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="NAC_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="NAC_LST_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TAMP_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="tokens" minOccurs="0"> 
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        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="token" type="tns:Token" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Token"> 

    <xs:sequence> 

      <xs:element name="TKN_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_ID" type="xs:string" minOccurs="0"/> 

      <xs:element name="TKN_ISS_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_END_DT" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Affiliation"> 

    <xs:sequence> 

      <xs:element name="doDAssociation" 

type="tns:DoDAssociation" nillable="true" minOccurs="0" 

maxOccurs="unbounded"/> 

      <xs:element name="doDFamilyAssociation" 

type="tns:DoDFamilyAssociation" minOccurs="0"/> 

      <xs:element name="localAssociation" 

type="tns:LocalAssociation" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="DoDAssociation"> 

    <xs:sequence> 

      <xs:element name="PNL_CAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SVC_CD" type="xs:string" minOccurs="0"/> 
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      <xs:element name="USGVT_AGCY_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CIV_OCONUS_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="EE_CIV_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="RSV_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PAY_PLN_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PG_CD" type="xs:string" minOccurs="0"/> 

      <xs:element name="RANK_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="DoDFamilyAssociation"> 

    <xs:sequence> 

      <xs:element name="SPN_DOD_EDI_PN_ID" type="xs:long" 

minOccurs="0"/> 

      <xs:element name="PNA_RSN_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="LocalAssociation"> 

    <xs:sequence> 

      <xs:element name="LCL_CAT_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SecurityAlertInfo"> 

    <xs:sequence> 

      <xs:element name="ORIG_SYS_ID" type="xs:string"/> 

      <xs:element name="SRC_ACCT_ID" type="xs:string"/> 

      <xs:element name="SRC_PN_ID" type="xs:string"/> 

      <xs:element name="ALRT_TYP_CD" type="xs:string"/> 

      <xs:element name="ALRT_EFF_DT" type="xs:string"/> 
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      <xs:element name="ALRT_END_DT" type="xs:string"/> 

      <xs:element name="ALRT_REINST_TERM_DT" type="xs:string"/> 

      <xs:element name="INST_NM" type="xs:string"/> 

      <xs:element name="CASE_NUM_ID" type="xs:string"/> 

      <xs:element name="CASE_REL_PT_CD" type="xs:string"/> 

      <xs:element name="FBI_LOC_NUM_ID" type="xs:string"/> 

      <xs:element name="ALRT_RMKS" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="deRegister"> 

    <xs:sequence> 

      <xs:element name="deregisterParameters" 

type="tns:deregisterParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="deregisterParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="deRegisterResponse"> 

    <xs:sequence> 

      <xs:element name="deregisterResult" 

type="tns:deregisterResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="deregisterResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status"/> 

      <xs:element name="facilityIdentifier" type="xs:int" 

minOccurs="0"/> 
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      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

</xs:schema> 
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8.2 Update Service XML Schema 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<xs:schema version="1.0" 

targetNamespace="http://mil.osd.dmdc.is/iols/UpdateService" 

xmlns:tns="http://mil.osd.dmdc.is/iols/UpdateService" 

xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

 

  <xs:element name="retrieveResult" type="tns:retrieveResult"/> 

 

  <xs:element name="retrieveResultResponse" nillable="true" 

type="xs:anyType"/> 

 

  <xs:element name="retrieveTicket" type="tns:retrieveTicket"/> 

 

  <xs:element name="retrieveTicketResponse" 

type="tns:retrieveTicketResponse"/> 

 

  <xs:complexType name="retrieveResult"> 

    <xs:sequence> 

      <xs:element name="retrieveResultParameters" 

type="tns:retrieveResultParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="retrieveResultParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="retrievalNumber" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="retrieveResultResponse"> 

    <xs:sequence> 

      <xs:element name="retrieveResultResult" 

type="tns:retrieveResultResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 
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  <xs:complexType name="retrieveResultResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status"/> 

      <xs:element name="inquiryPeriod" 

type="tns:inquiryPeriod"/> 

      <xs:element name="summary" type="tns:summary"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="records" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="record" type="tns:person" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Status"> 

    <xs:sequence> 

      <xs:element name="code" type="xs:string"/> 

      <xs:element name="message" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="inquiryPeriod"> 

    <xs:sequence> 

      <xs:element name="startRequestDateTime" type="xs:string"/> 

      <xs:element name="nextRequestDateTime" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="summary"> 

    <xs:sequence> 

      <xs:element name="totalCount" type="xs:int"/> 

    </xs:sequence> 

  </xs:complexType> 
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  <xs:complexType name="person"> 

    <xs:sequence> 

      <xs:element name="identifier" type="tns:SystemIdentifier" 

minOccurs="0"/> 

      <xs:element name="credentialRevocations" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="credentialRevocation" 

type="tns:credentialRevocation" minOccurs="0" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

      <xs:element name="securityAlerts" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="securityAlert" 

type="tns:SecurityAlertInfo" minOccurs="0" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SystemIdentifier"> 

    <xs:sequence> 

      <xs:element name="PN_SYS_ID" type="xs:string"/> 

      <xs:element name="PN_SYS_ID_TYP_CD" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="credentialRevocation"> 

    <xs:sequence> 

      <xs:element name="PNL_CAT_CD" type="xs:string"/> 

      <xs:element name="LOCAL_CAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="ORG_CD" type="xs:string"/> 
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      <xs:element name="credentialRevoked" 

type="tns:credentialRevoked" minOccurs="0" 

maxOccurs="unbounded"/> 

      <xs:element name="credentialReissued" 

type="tns:credentialReissued" minOccurs="0" 

maxOccurs="unbounded"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="credentialRevoked"> 

    <xs:sequence> 

      <xs:element name="CRD_TYP_CD" type="xs:string"/> 

      <xs:element name="CRD_RVK_DT" type="xs:string"/> 

      <xs:element name="CRD_RVK_CD" type="xs:string"/> 

      <xs:element name="CRD_EXP_DT" type="xs:string"/> 

      <xs:element name="PACS_CRD_ISS_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CRD_EFF_DT" type="xs:string"/> 

      <xs:element name="token" type="tns:Token" 

maxOccurs="unbounded"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Token"> 

    <xs:sequence> 

      <xs:element name="TKN_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_ID" type="xs:string" minOccurs="0"/> 

      <xs:element name="TKN_ISS_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_END_DT" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="credentialReissued"> 

    <xs:sequence> 

      <xs:element name="CRD_EXP_DT" type="xs:string"/> 

      <xs:element name="CRD_EFF_DT" type="xs:string"/> 
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      <xs:element name="PACS_CRD_ISS_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="token" type="tns:Token" 

maxOccurs="unbounded"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SecurityAlertInfo"> 

    <xs:sequence> 

      <xs:element name="ORIG_SYS_ID" type="xs:string"/> 

      <xs:element name="SRC_ACCT_ID" type="xs:string"/> 

      <xs:element name="SRC_PN_ID" type="xs:string"/> 

      <xs:element name="ALRT_TYP_CD" type="xs:string"/> 

      <xs:element name="ALRT_EFF_DT" type="xs:string"/> 

      <xs:element name="ALRT_END_DT" type="xs:string"/> 

      <xs:element name="ALRT_REINST_TERM_DT" type="xs:string"/> 

      <xs:element name="INST_NM" type="xs:string"/> 

      <xs:element name="CASE_NUM_ID" type="xs:string"/> 

      <xs:element name="CASE_REL_PT_CD" type="xs:string"/> 

      <xs:element name="FBI_LOC_NUM_ID" type="xs:string"/> 

      <xs:element name="ALRT_RMKS" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="retrieveTicket"> 

    <xs:sequence> 

      <xs:element name="retrieveTicketParameters" 

type="tns:retrieveTicketParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="retrieveTicketParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="startRequestDateTime" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 
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  <xs:complexType name="retrieveTicketResponse"> 

    <xs:sequence> 

      <xs:element name="retrieveTicketResult" 

type="tns:retrieveTicketResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="retrieveTicketResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="retrievalNumber" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

</xs:schema> 
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8.3 Local Population Service XML Schema 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<xs:schema version="1.0" 

targetNamespace="http://mil.osd.dmdc.is/iols/LocalPopulationServ

ice" 

xmlns:tns="http://mil.osd.dmdc.is/iols/LocalPopulationService" 

xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

 

  <xs:element name="addCredential" type="tns:addCredential"/> 

 

  <xs:element name="addCredentialParameters" 

type="tns:addCredentialParameters"/> 

 

  <xs:element name="addCredentialResponse" 

type="tns:addCredentialResponse"/> 

 

  <xs:element name="addIdentity" type="tns:addIdentity"/> 

 

  <xs:element name="addIdentityParameters" 

type="tns:addIdentityParameters"/> 

 

  <xs:element name="addIdentityResponse" 

type="tns:addIdentityResponse"/> 

 

  <xs:element name="inquireByIdentity" 

type="tns:inquireByIdentity"/> 

 

  <xs:element name="inquireByIdentityParameters" 

type="tns:inquireByIdentityParameters"/> 

 

  <xs:element name="inquireByIdentityResponse" 

type="tns:inquireByIdentityResponse"/> 

 

  <xs:element name="manageIdentity" type="tns:manageIdentity"/> 

 

  <xs:element name="manageIdentityParameters" 

type="tns:manageIdentityParameters"/> 

 



 

Interoperability Layer Services (IoLS) Software Development Guide 

43 | P a g e  

 

  <xs:element name="manageIdentityResponse" 

type="tns:manageIdentityResponse"/> 

 

  <xs:element name="terminateCredential" 

type="tns:terminateCredential"/> 

 

  <xs:element name="terminateCredentialParameters" 

type="tns:terminateCredentialParameters"/> 

 

  <xs:element name="terminateCredentialResponse" 

type="tns:terminateCredentialResponse"/> 

 

  <xs:complexType name="inquireByIdentity"> 

    <xs:sequence> 

      <xs:element name="inquireByIdentityParameters" 

type="tns:inquireByIdentityParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="inquireByIdentityParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="personalIdentifier" 

type="tns:PersonalIdentifierParameter"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="PersonalIdentifierParameter"> 

    <xs:sequence> 

      <xs:element name="PN_ID" type="xs:string"/> 

      <xs:element name="PN_ID_TYP_CD" type="xs:string"/> 

      <xs:element name="FN_ASSGN_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FN_ASSGN_ID_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_LST_NM" type="xs:string"/> 

      <xs:element name="PN_1ST_NM" type="xs:string"/> 

      <xs:element name="PN_SEX_CD" type="xs:string"/> 
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      <xs:element name="RACE_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_BRTH_DT" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="inquireByIdentityResponse"> 

    <xs:sequence> 

      <xs:element name="inquireByIdentityResult" 

type="tns:inquireByIdentityResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="inquireByIdentityResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status" 

minOccurs="0"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="registrationData" 

type="tns:LPIdentityData"/> 

      <xs:element name="securityAlerts" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="securityAlert" 

type="tns:SecurityAlertInfo" minOccurs="0" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Status"> 

    <xs:sequence> 

      <xs:element name="code" type="xs:string"/> 

      <xs:element name="message" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 
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  <xs:complexType name="LPIdentityData"> 

    <xs:sequence> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier" minOccurs="0"/> 

      <xs:element name="person" type="tns:PersonData"/> 

      <xs:element name="secondaryIdentifiers" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="secondaryIdentifier" 

type="tns:SecondaryPersonIdentifier" minOccurs="0" 

maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

      <xs:element name="contact" type="tns:Contact"/> 

      <xs:element name="biometrics" type="tns:Biometrics" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SystemIdentifier"> 

    <xs:sequence> 

      <xs:element name="PN_SYS_ID" type="xs:string"/> 

      <xs:element name="PN_SYS_ID_TYP_CD" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="PersonData"> 

    <xs:sequence> 

      <xs:element name="PN_ID" type="xs:string" minOccurs="0"/> 

      <xs:element name="PN_ID_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FN_ASSGN_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FN_ASSGN_ID_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_LST_NM" type="xs:string" 

minOccurs="0"/> 



 

Interoperability Layer Services (IoLS) Software Development Guide 

46 | P a g e  

 

      <xs:element name="PN_1ST_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_MID_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_CDNCY_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_SEX_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="RACE_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_BRTH_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_DTH_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_DTH_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="US_CTZP_STAT_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CTZP_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SecondaryPersonIdentifier"> 

    <xs:sequence> 

      <xs:element name="SEC_PN_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_PN_ID_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_ISS_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_EXP_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_ST_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="SEC_ID_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 
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  <xs:complexType name="Contact"> 

    <xs:sequence> 

      <xs:element name="MA_LN1_TX" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_LN2_TX" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_CITY_NM" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_ST_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_CTRY_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_PR_ZIP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="MA_PR_ZIPX_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="HM_TNUM_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="WK_TNUM_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Biometrics"> 

    <xs:sequence> 

      <xs:element name="physical" type="tns:Physical" 

minOccurs="0"/> 

      <xs:element name="photo" type="tns:Photo" minOccurs="0"/> 

      <xs:element name="fingers" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="finger" type="tns:Finger" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

      <xs:element name="hand_templates" minOccurs="0"> 

        <xs:complexType> 
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          <xs:sequence> 

            <xs:element name="hand_template" type="tns:HandGeom" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Physical"> 

    <xs:sequence> 

      <xs:element name="HGT_DM" type="xs:int" minOccurs="0"/> 

      <xs:element name="PN_WGHT_QY" type="xs:int" 

minOccurs="0"/> 

      <xs:element name="EYE_CLR_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PN_HAIR_CLR_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Photo"> 

    <xs:sequence> 

      <xs:element name="PHT_IMG" type="xs:hexBinary" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Finger"> 

    <xs:sequence> 

      <xs:element name="FNGR_IMG" type="xs:hexBinary" 

minOccurs="0"/> 

      <xs:element name="FNGR_CPTR_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_CMPSN_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_CPTR_CD" type="xs:string" 

minOccurs="0"/> 
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      <xs:element name="FNGR_MTA_IMG" type="xs:hexBinary" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_VNDR_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="FNGR_MTA_DS_TX" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="HandGeom"> 

    <xs:sequence> 

      <xs:element name="HAND_TPL" type="xs:hexBinary" 

minOccurs="0"/> 

      <xs:element name="HAND_TPL_LEN" type="xs:int" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SecurityAlertInfo"> 

    <xs:sequence> 

      <xs:element name="ORIG_SYS_ID" type="xs:string"/> 

      <xs:element name="SRC_ACCT_ID" type="xs:string"/> 

      <xs:element name="SRC_PN_ID" type="xs:string"/> 

      <xs:element name="ALRT_TYP_CD" type="xs:string"/> 

      <xs:element name="ALRT_EFF_DT" type="xs:string"/> 

      <xs:element name="ALRT_END_DT" type="xs:string"/> 

      <xs:element name="ALRT_REINST_TERM_DT" type="xs:string"/> 

      <xs:element name="INST_NM" type="xs:string"/> 

      <xs:element name="CASE_NUM_ID" type="xs:string"/> 

      <xs:element name="CASE_REL_PT_CD" type="xs:string"/> 

      <xs:element name="FBI_LOC_NUM_ID" type="xs:string"/> 

      <xs:element name="ALRT_RMKS" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addIdentity"> 
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    <xs:sequence> 

      <xs:element name="addIdentityParameters" 

type="tns:addIdentityParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addIdentityParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="person" type="tns:PersonData" 

minOccurs="0"/> 

      <xs:element name="secondaryIdentifier" 

type="tns:SecondaryPersonIdentifier" minOccurs="0" 

maxOccurs="unbounded"/> 

      <xs:element name="contact" type="tns:Contact"/> 

      <xs:element name="biometrics" type="tns:Biometrics" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addIdentityResponse"> 

    <xs:sequence> 

      <xs:element name="addIdentityResult" 

type="tns:addIdentityResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addIdentityResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status"/> 

      <xs:element name="facilityIdentifier" type="xs:int" 

minOccurs="0"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="terminateCredential"> 

    <xs:sequence> 
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      <xs:element name="terminateCredentialParameters" 

type="tns:terminateCredentialParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="terminateCredentialParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

      <xs:element name="credential" 

type="tns:TerminatedCredential"/> 

      <xs:element name="localAssociation" 

type="tns:LocalAssociation" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="TerminatedCredential"> 

    <xs:sequence> 

      <xs:element name="CRDL_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CRD_RVK_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CRD_RVK_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PACS_CRD_ISSR_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="tokens" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="token" type="tns:TerminatedToken" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="TerminatedToken"> 
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    <xs:sequence> 

      <xs:element name="TKN_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_ID" type="xs:string" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="LocalAssociation"> 

    <xs:sequence> 

      <xs:element name="LCL_CAT_CD" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="terminateCredentialResponse"> 

    <xs:sequence> 

      <xs:element name="terminateCredentialResult" 

type="tns:terminateCredentialResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="terminateCredentialResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status" 

minOccurs="0"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addCredential"> 

    <xs:sequence> 

      <xs:element name="addCredentialParameters" 

type="tns:addCredentialParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addCredentialParameters"> 
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    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

      <xs:element name="credential" type="tns:LPCredential"/> 

      <xs:element name="localAssociation" 

type="tns:LocalAssociation" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="LPCredential"> 

    <xs:sequence> 

      <xs:element name="CRDL_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="CRD_EXP_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="PACS_CRD_ISSR_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="certificate" type="tns:Certificate" 

minOccurs="0"/> 

      <xs:element name="tokens" minOccurs="0"> 

        <xs:complexType> 

          <xs:sequence> 

            <xs:element name="token" type="tns:Token" 

minOccurs="0" maxOccurs="unbounded"/> 

          </xs:sequence> 

        </xs:complexType> 

      </xs:element> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Certificate"> 

    <xs:sequence> 

      <xs:element name="AUTH_CERT_ID" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="AUTH_CERT_EXP_DT" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 
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  <xs:complexType name="Token"> 

    <xs:sequence> 

      <xs:element name="TKN_TYP_CD" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_ID" type="xs:string" minOccurs="0"/> 

      <xs:element name="TKN_ISS_DT" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="TKN_END_DT" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addCredentialResponse"> 

    <xs:sequence> 

      <xs:element name="addCredentialResult" 

type="tns:addCredentialResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addCredentialResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status" 

minOccurs="0"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageIdentity"> 

    <xs:sequence> 

      <xs:element name="manageIdentityParameters" 

type="tns:manageIdentityParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageIdentityParameters"> 

    <xs:sequence> 
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      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

      <xs:element name="person" type="tns:PersonData" 

minOccurs="0"/> 

      <xs:element name="secondaryIdentifier" 

type="tns:SecondaryPersonIdentifier" minOccurs="0" 

maxOccurs="unbounded"/> 

      <xs:element name="contact" type="tns:Contact"/> 

      <xs:element name="biometrics" type="tns:Biometrics" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageIdentityResponse"> 

    <xs:sequence> 

      <xs:element name="manageIdentityResult" 

type="tns:manageIdentityResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageIdentityResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status"/> 

      <xs:element name="facilityIdentifier" type="xs:int" 

minOccurs="0"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

</xs:schema> 
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8.4 Security Alert Service XML Schema 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<xs:schema version="1.0" 

targetNamespace="http://mil.osd.dmdc.is/iols/SecurityAlertServic

e" xmlns:tns="http://mil.osd.dmdc.is/iols/SecurityAlertService" 

xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

 

  <xs:element name="addSecurityAlert" 

type="tns:addSecurityAlert"/> 

 

  <xs:element name="addSecurityAlertParameters" 

type="tns:addSecurityAlertParameters"/> 

 

  <xs:element name="addSecurityAlertResponse" 

type="tns:addSecurityAlertResponse"/> 

 

  <xs:element name="manageSecurityAlert" 

type="tns:manageSecurityAlert"/> 

 

  <xs:element name="manageSecurityAlertParameters" 

type="tns:manageSecurityAlertParameters"/> 

 

  <xs:element name="manageSecurityAlertResponse" 

type="tns:manageSecurityAlertResponse"/> 

 

  <xs:complexType name="manageSecurityAlert"> 

    <xs:sequence> 

      <xs:element name="manageSecurityAlertParameters" 

type="tns:manageSecurityAlertParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageSecurityAlertParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="securityAlert" 

type="tns:ManageSecurityAlertInfo"/> 

    </xs:sequence> 
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  </xs:complexType> 

 

  <xs:complexType name="ManageSecurityAlertInfo"> 

    <xs:sequence> 

      <xs:element name="originatingSystemId" type="xs:string"/> 

      <xs:element name="sourceAccountId" type="xs:string"/> 

      <xs:element name="alertEndDate" type="xs:string" 

minOccurs="0"/> 

      <xs:element name="alertReinstatementTerminationDate" 

type="xs:string" minOccurs="0"/> 

      <xs:element name="alertRemarks" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageSecurityAlertResponse"> 

    <xs:sequence> 

      <xs:element name="manageSecurityAlertResult" 

type="tns:manageSecurityAlertResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="manageSecurityAlertResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status" 

minOccurs="0"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="Status"> 

    <xs:sequence> 

      <xs:element name="code" type="xs:string"/> 

      <xs:element name="message" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addSecurityAlert"> 
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    <xs:sequence> 

      <xs:element name="addSecurityAlertParameters" 

type="tns:addSecurityAlertParameters" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addSecurityAlertParameters"> 

    <xs:sequence> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

      <xs:element name="systemIdentifier" 

type="tns:SystemIdentifier"/> 

      <xs:element name="securityAlert" 

type="tns:SecurityAlertInfo"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SystemIdentifier"> 

    <xs:sequence> 

      <xs:element name="PN_SYS_ID" type="xs:string"/> 

      <xs:element name="PN_SYS_ID_TYP_CD" type="xs:string"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="SecurityAlertInfo"> 

    <xs:sequence> 

      <xs:element name="ORIG_SYS_ID" type="xs:string"/> 

      <xs:element name="SRC_ACCT_ID" type="xs:string"/> 

      <xs:element name="SRC_PN_ID" type="xs:string"/> 

      <xs:element name="ALRT_TYP_CD" type="xs:string"/> 

      <xs:element name="ALRT_EFF_DT" type="xs:string"/> 

      <xs:element name="ALRT_END_DT" type="xs:string"/> 

      <xs:element name="ALRT_REINST_TERM_DT" type="xs:string"/> 

      <xs:element name="INST_NM" type="xs:string"/> 

      <xs:element name="CASE_NUM_ID" type="xs:string"/> 

      <xs:element name="CASE_REL_PT_CD" type="xs:string"/> 

      <xs:element name="FBI_LOC_NUM_ID" type="xs:string"/> 

      <xs:element name="ALRT_RMKS" type="xs:string" 

minOccurs="0"/> 

    </xs:sequence> 
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  </xs:complexType> 

 

  <xs:complexType name="addSecurityAlertResponse"> 

    <xs:sequence> 

      <xs:element name="addSecurityAlertResult" 

type="tns:addSecurityAlertResponseData" minOccurs="0"/> 

    </xs:sequence> 

  </xs:complexType> 

 

  <xs:complexType name="addSecurityAlertResponseData"> 

    <xs:sequence> 

      <xs:element name="status" type="tns:Status" 

minOccurs="0"/> 

      <xs:element name="facilityIdentifier" type="xs:int"/> 

    </xs:sequence> 

  </xs:complexType> 

</xs:schema> 

 

 


