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[bookmark: _Toc315287643][bookmark: _Toc339979064]1.	SCOPE
The objective of the Automated Installation Entry (AIE) Program is to provide a cost effective system that enhances security of Installation Access Control Points, automates identity authentication and verification of authorized registered personnel entering the Installation, minimizes guard force requirement, maintains or increases pedestrian and vehicle throughput with enhanced security, and allows for adaptation of increased authentication requirements at high threat levels.  The system will facilitate/accommodate entry of registered personnel onto multiple Installations without re-registration.
The AIE system will be installed at Installation Access Control Points (ACP) and provide automated access control onto an Installation for vehicular traffic and pedestrians that have been enrolled in the system and are authorized access in accordance with the Department of Defense (DOD), Army, and Installation Commander’s policies.  The system will be modular and scalable to allow future extensions to other security, access control, and force protection systems.  The system will be flexible and support future upgrades through incorporation of technical advancements.  The AIE system will be used in US military locations in the Continental United States (CONUS) and possible future Outside Continental United States (OCONUS) permanent Installations and temporary locations.
AIE is one part of a two-part program called Access Control Point Program (ACPP), whose purpose is the standardization and automation of Access Control Points.
The first part is site preparation, which provides the Installation with a standardized design, infrastructure, and equipment for ACPs.  Site preparation prepares the access control points by providing the construction and necessary infrastructure to facilitate the fielding of the AIE system.  The AIE system is typically installed following the completion of site preparation work under site preparation; however, certain aspects of AIE may be performed concurrently with site preparation.  The AIE system is required to interface with the prepared site; however, site preparation is not part of the scope of the AIE system.
The second part of ACPP is AIE Increment 2.  AIE enhances Installation security, automates authentication of authorized registered personnel entering the Installation, minimizes guard force requirements, optimizes personnel and vehicle throughput and allows for adaptation of increased authentication requirements at high threat levels.  AIE Increment 2 is part of an evolutionary acquisition approach, which addressed new and additional capabilities.  As an objective, the system facilitates/accommodates entry of registered personnel onto multiple Installations without re-registration.
The system is installed in two configurations:  The Fixed-Full System is a complete or full system and the Handheld System is without the implementation of fixed lane equipment, but provides the full functionality of authentication of registered personnel.  The purpose of this approach is to quickly install and operate only the core AIE components needed to achieve an initial/limited capability.  The installation of core AIE components does not require the completion of the long-lead site preparation activities.  Examples of these core components include handheld card reader(s), a wireless access point, and the database server for vetting the personnel records.  AIE Fixed-Full configuration is typically installed after Access Control Point Equipment Program (ACPEP) site preparation is complete; however, handheld configuration does not require ACPEP.  As the site preparation is completed, the remaining components of the AIE system, if required, could be installed and configured, bringing the initial capability to full capability.  This full capability would fully meet the requirements of the AIE Program.  In addition, the use of a multi-configuration approach allows those Installations, not requiring the full system capability, to achieve a level of AIE capability consistent with their respective Installation’s entry control requirements.
AIE-3 will provide, at a minimum, AIE Increment 2 functionality with enhanced capabilities and increased performance.  The system will continue with the two configuration approach.  Biometric enabled and operational equipment will be standard on handheld units and at fixed access point equipment suites.   Other enhancements include the ability for automated registration at the vehicle lane, automatic entry upon successful biometric scan, sharing data with other physical access control systems, vetting against publically available databases, remote monitoring and control of ACPs, and connectivity to the federal cloud.  
All requirements below have been assessed as threshold or objective and have been identified as a Fixed-Full or Handheld install.  A threshold requirement is a requirement that the system must satisfy. All requirements in this document are considered threshold unless otherwise stated as objective.  A desired goal above the threshold requirement is considered an Objective Requirement.  Satisfaction of objective requirements are strongly desired if technologically and programmatically feasible, cost-effective, and can be done within schedule.
[bookmark: _Toc315287644][bookmark: _Toc339979065]2.	APPLICABLE DOCUMENTS
[bookmark: _Toc315287645][bookmark: _Toc339979066]2.1	General
The documents listed in this section are specified in sections 3, 4, or 5 of this specification.  This section does not include documents cited in other sections of this specification or recommended for additional information or as examples.  While every effort has been made to ensure the completeness of this list, document users are cautioned that they must meet all specified requirements of documents cited in sections 3, 4, or 5 of this specification, whether or not they are listed.
[bookmark: _Toc315287646][bookmark: _Toc339979067]2.2	Government Documents
[bookmark: _Toc315287647][bookmark: _Toc339979068]2.2.1	Specifications, Standards, and Handbooks
The following specifications, standards, and handbooks of the exact revision listed below form a part of this specification to the extent specified herein.

	FIPS PUB 140-2
	Security Requirements for Cryptographic Modules

	FIPS PUB 201-1
	Personal Identity Verification (PIV) of Federal Employees and Contractors



(Copies of these documents are available online at http://assist.daps.dla.mil/quicksearch/ or from the Standardization Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA 19111-5094.)
[bookmark: _Toc315287648][bookmark: _Toc339979069]2.2.2	Other Government Documents, Drawings, and Publications
The following other Government documents, drawings, and publications form a part of this document to the extent specified herein. Unless otherwise specified, the issues of these documents are those cited in the solicitation or contract.

DOD Directive 8500.01E, Information Assurance, April 23, 2007
DOD Instruction 8500.2, Information Assurance (IA) Implementation, February 6, 2003
DOD Instruction 8510.01, DOD Information Assurance Certification and Accreditation Process, November 28, 2007
DOD Memorandum Subject Interim DOD Information Assurance (IA) Certification and Accreditation (C&A) Process Guidance (ref. DIACAP), July 6, 2006
DODI 5200.08, Security of DOD Installations and Resources, May 19, 2010
DOD 5200.08R, Physical Security Program, April 9, 2007
AIE Standards and Specifications November 19, 2007
Army Access Control Points Standard Definitive Design, May 26, 2009
Army Regulation 25-1, Army Knowledge Management and Information Technology, December 4, 2008
Army Regulation 25-2, Information Assurance, October 24, 2007
Army Regulation 190-13, Army Physical Security Program, February 25, 2011
Army Regulation 700-127, Integrated Logistics Support, April 29, 2009
Criminal Justice Information Services Electronic Fingerprint Transmission Specification (EFTS), January 1999
Federal Highway Administration (FHWA), Installation of Traffic Control Devices, FHWA-SA-89-006, March 1988
American National Standards Institute/National Institute of Standards and Technology-ITL 1-2000
[bookmark: _Toc315287649][bookmark: _Toc339979070]2.3	Non-Government Publications
This section is not applicable to this specification.
[bookmark: _Toc315287650][bookmark: _Toc339979071]2.4	Order of Precedence
Unless otherwise noted herein or in the contract, in the event of a conflict between the text of this document and the references cited herein the text of this document takes precedence.  Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.


[bookmark: _Toc315287651][bookmark: _Toc339979072]3.	REQUIREMENTS
The government seeks to acquire and implement a new Automated Installation Entry (AIE) system that will be interoperable with the current AIE Increment 2 system.  This new system will interface directly with the existing enterprise servers (primary and backup).  The enterprise servers have a direct interface to DEERS.  When finalized, the government will provide an Interface Control Document (ICD) for the web-based middleware solution called Interoperability Layer Service (IoLS).  The enterprise servers will connect directly to this middle ware and then to DEERS, our local database, and out to the federal cloud.  The enterprise servers provide data mirroring and failover capability, thus supporting uninterrupted operations and fulfilling DIACAP requirements.  The enterprise server suite is government owned.  Applicable interface documents, drawings, and configuration information will be provided.  Vendors are cautioned that throughout the implementation of this project, existing operations cannot be disrupted. The enterprise servers at the current locations shall remain operational during the installation. If other alternatives exist for an enterprise solution, vendors are encouraged to present them as proposed solutions.  Brief scheduled downtime for enterprise server capability replacement or upgrades is acceptable.
It is expected that the new system will provide reliable and timely registration of personnel and automatic processing of vehicle and pedestrian traffic at Army access control points (ACPs) throughout the CONUS United States and OCONUS.  
 It is not the intent of the government, by accepting a new technology, to find itself in a position where any functionality or performance is lost. Further, the government does not find it desirable to maintain multiple systems and infrastructures.  Providing a COTS based solution that meets form, fit, and function requirements should satisfy this requirement.  
The new system will be installed while the current systems are still in place and operating.  This provides the ability for both the current and the new systems to work together during the implementation phases. 
The existing system infrastructure shall continue to interface and be operational from the site to the enterprise servers.  For site infrastructure, dark fiber is used when available; otherwise, Virtual Local Area Network (VLAN) capability is installed.  Network monitoring will be performed by DISA using System Center Operations Manager (SCOM) enterprise services.  All of the AIE servers will have SCOM agents put on them so that they can be monitored.  SCOM will send e-mail and alerts directly to the Help Desk.  Reference the diagram below for interfacing to the NIPRNet and the enterprise servers.  

[image: ]
Figure 1:  AIE Wide Area Architecture

The system is intended to support army physical security access control needs for at least the next 10 years.  System size, capacity, functionality and flexibility must be sufficient to support the growth and changing needs of the army.  The design approach shall have the flexibility to accommodate a growth of 50% in users, which may enter the system at a later time. Reference the diagram below for the AIE overall architecture. 

Figure 2:  AIE Architecture
 
The design needs to be modular, such that a minimum system configuration, referred to as Handheld System, is capable of meeting the Threshold requirements.  All requirements are labeled as Threshold requirements (T) unless marked (O) for Objective.  Threshold requirements are considered the minimum acceptable level of performance, while (O) requirements will be deemed as desired but not required.  
Note 1: Alphabetic subscripts for some requirements should be considered as separate and distinct requirements.
Note 2:  The requirements are separated into sections for ease of reading and reference only.  
[bookmark: _Toc315287652][bookmark: _Toc339979073]3.1	Registration
[bookmark: _Toc315287653][bookmark: _Toc339979074]3.1.1	Pre-Registration
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][SS_100] The system shall provide on-line pre-registration for permanent party and visitors.  On-line is defined as available on the internet via the web. (T)
[SS_101] The system shall provide access to on-line pre-registration information to the registration station in near real time. (T) 
[SS_102] The system shall perform verification of the user’s credentials when the user presents a valid credential during registration at the Visitor Control Center. (T)
[SS_103] The system shall pre-populate all registration information from on-line registrations so that no registration station operator is required to re-key information. (T) 
[SS_104] The system shall retain pre-registration information for 30 days after which time it will be dropped from the system if the enrollee has not registered at the registration station. (T)
[SS_105] The system shall have the capability to vet pre-registered users through DEERS (T), and National Crime Information Center (NCIC)/ Federal database. (T) 
[bookmark: _Toc315287654][bookmark: _Toc339979075]3.1.2	Register Permanent Parties
[SS_106] The system shall vet credentials with DEERS for credentials which DEERS is the authoritative source when enrolling permanent parties and populate registration fields with data from DEERS without the operator having to re-key any information. (T) 
[SS_107] The system shall deny registration to personnel registering as permanent party who receive negative results from DEERS and shall proceed with the registration process for those receiving positive results. (T)
[SS_108] The system shall deny registration to personnel with negative reports from state and out of state law enforcement sources and the department of motor vehicles.  (O)
[SS_109] The system shall be capable of recording and reading a FIPS PUB 201-1 compliant credential for personnel access control during registration, vehicle lane operations, and pedestrian portal operations. (T)
[SS_110] The system shall be capable of reading information from a DOD CAC and verifying credentials with DEERS. (T) 
[SS_111] The system shall be capable of reading information from a DD Form 2 (all types), DD Form 1173, DD Form 1173-1, and DD Form 2765 cards (for reserve & retired, uniformed services privilege card, dependent card, and DOD privilege card, respectively) and verifying credentials with DEERS. (T) 
[SS_112] The system shall be capable of reading 1-D and 2-D bar-coded information issued by local Installations that is compliant with the AIE system’s barcode readers. (T)
[SS_113] The system shall display information obtained from personal credentials along with a captured digital image of the credential holder to the enrollment operator. (T) 
[SS_114] The system shall have the capability to limit locally issued credentials to access only Installations from which the credential was issued. (T) 
[SS_115] The system shall gather the following information during the registration process to uniquely identify the person:  Name, SSN (for overseas applications, the requirement will include a national ID value in lieu of the SSN), signature, fingerprint, DOB, expiration date of credential, user-specified PIN, duress code and unit of assignment. (T)    
[SS_116] The system shall be capable of reading fingerprints, recalling templates of one, two,  or no fingerprints (threshold) 10 (objective) for each individual enrolled in the database, and authenticating the individual’s identity by their fingerprint with the registration database. (T) 
[SS_117]  The system shall have the capability to accept no fingerprints and continue the enrollment 
process. (T)
[SS_118] The system fingerprint collection subsystem shall conform to the EFTS derived from American National Standards Institute/National Institute of Standards and Technology-ITL 1-2000. (T) 
[SS_119] The system shall allow enrollees to specify a PIN and duress code without the information being presented to registration operators. (T) 
[SS_120] The system shall store the enrollee PIN and duress code with the registration record for personnel. (T)
[SS_121] The system shall allow security officials to input at the time of registration the FPCON levels at which the individual is authorized to enter the facility. (T) 
 [SS_122] The system shall be able to identify user duress codes when entered into keypad entry devices or credential readers and display duress warning. (T) 
[SS_123] The system shall be capable of identifying whether individuals are allowed Trusted Traveler privileges in accordance with applicable policies and regulations. (T)
[SS_124] The system shall be able to identify various classes of users, including (but not limited to) military, foreign military, Guard and Reserve, civilian government employee, contractor, dependent resident & non-resident, and retiree. (T) 
[SS_125] The system shall allow individuals to belong to more than one class of users. (T) 
[SS_126] The system shall be capable of collecting personal credentials information, PIN, duress code, digital photo, signature, and biometric data for all registrants.  The system shall store all valid forms of identification for users. (T)
[SS_127] The system shall grant access at the ACP according to the highest level of access permitted by any of the classes to which the user belongs using any of the credentials that the user has registered. (T) 
[SS_128] The system shall be able to read any permanent party driver’s license or state issued identification card and display information embedded on the credential (i.e., barcode or magnetic stripe data) for the enrollment operator to visually compare and confirm against the data printed on the card. (T) 
[SS_129] The system shall accommodate a method of reading an individual’s driver’s license or approved DOD credential to match with a government template to ensure validity. (T) 
[SS_130] The system shall be able to electronically read an individual’s driver’s license or state issued identification card and display information embedded on the credential (i.e., barcode or magnetic stripe data) for the enrollment operator to visually compare and confirm against the data printed on the card. (T)
[SS_131] The system shall provide the capability for single sign-on for the registration station. (T)
[SS_132] The system shall have a portable registration station capability. (T)
[SS_133] The system shall provide the capability for the registrar to select, from a list of all ACPs at an installation, the ACP(s) that a user will be allowed to enter.  (T)

[SS_134]  The system shall provide the capability to restrict user entry to any ACP or pedestrian gate at an installation. (T)

[bookmark: _Toc315287655][bookmark: _Toc339979076]3.1.3	Register Visitors
[SS_135] The system shall deny visitor passes to personnel registering as visitors who receive negative results from DEERS and shall proceed with the registration process for those visitors receiving positive results. (T)  
[SS_136] The system shall deny visitor passes to personnel registering as visitors who receive negative results from NCIC that have outstanding Wants and Warrants or are listed on the national terrorist watch list and shall proceed with the registration process for those visitors receiving positive results. (T) 
[SS_137] The system shall enter information electronically read from an individual driver’s license or state issued identification card into the system database and issue a visitor pass. (T)
[SS_138] The system shall accept and use approved ID credentials (state driver’s license or other valid Installation issued ID) authorized by appropriate Installation access control officials for commercial vendors. (T)
[SS_139] The system shall enable permanent party and visitors to enter through the lanes using permanent party credentials or temporary visitor pass issued or accepted at the time of registration. (T)
[SS_140] The system shall accommodate a method of reading an individual’s driver’s license or approved DOD credential to match with a government standard or template to ensure validity. (T)
[SS_141] The system shall process visitor requests and issue temporary passes. (T) 
[SS_142] The system shall display captured information and populate fields in the visitor pass and credential that will be prepared for issuance. (T)
[SS_143] The system shall allow the operator to manually enter personal information into the database. (T) 
[SS_144] The system shall electronically capture the signature of an individual and a digital photo for visual comparison with the signature and photo on the individual’s driver’s license and store the signature and photo in the system database. (T)  
[SS_145]   The system shall be able to read a DOD CAC, DD Form 2 (all types), DD Form 1173, DA Form 1602, DBIDS, and TWIC cards and populate registration fields with the data. (T)
[SS_146] The system shall generate long term badges (plastic) and short term visitor passes (paper). (T)
[SS_147] The system shall have the capability to use a duress code for drivers in an emergency situation and display duress warning to guard booth, gatehouse, and central remote location.  Duress code would be entered during registration (T)
[bookmark: _Toc315287656][bookmark: _Toc339979077]3.1.4	Automatic Registration at Vehicle Lane
[SS_148] The system shall have the capability to allow CAC and Teslin card holders (T) and state driver’s license card holders (T) to use their authorized credential to automatically register at the vehicle lane.  
[SS_149] The system shall have the capability to allow the operator to present an authorized credential at the lane and retrieve the information from the card’s memory (CAC) or 2-D bar code (Teslin) and vet against authoritative databases. (T)  
[SS_150] The system shall provide the capability to continue the registration process, upon positive vetting response, query vehicle operator for biometric (fingerprint (T), iris (O)) and compare to information retrieved from DEERS or other authoritative database.   This data will be stored with user PIR data file. (T)  
[SS_151] The system shall deny registration for personnel who receive negative response from vetting process. (T) 
[SS_152] The system shall display upon the automatic registration sequences the retrieved image of the driver from the DEERS database or other authoritative database. (T)
[bookmark: _Toc315287657][bookmark: _Toc339979078]3.2 	Vet Personnel
[bookmark: _Toc315287658][bookmark: _Toc339979079]3.2.1 	Vet Personnel Information
[SS_200] The system shall perform a criminal background check using data from NCIC during pre-registration, registration of permanent parties, visitor, and automatic registration. (T) 
[SS_201] The system shall perform a criminal background check with in state and out-of-state law enforcement sources during pre-registration, registration of permanent parties, and visitor registration. (O) 
[SS_202] The system shall compare a driver’s license or state issued identification card against the issuing state’s records to confirm the status of the card. (T)
[SS_203] The system shall establish a local database of personnel information. (T) 
[SS_204] The system shall enable the unique enrollment of at least 2,000,000 (scalable up to 20,000,000) personal information records. (T) 
[SS_205] The system shall maintain a list of personnel that are to be denied access onto the facility. (T)
 [SS_206] The system shall re-verify the personal credentials of enrolled personnel with DEERS at least once every month. (T) 
[SS_207] The system shall perform law enforcement background checks of enrolled personnel using data from NCIC at least once every three months. (T) 
[SS_208] The system shall perform law enforcement background checks of enrolled personnel with in state and out-of-state law enforcement sources at least once every three months. (O)
[SS_209] For any verification that is performed, the system shall positively identify individuals who fail the periodic re-vetting process (such as have an expired or revoked credential or have new criminal activity on record) to deny access at the lanes and pedestrian portal. (T)
[SS_210] The system shall log all vetting transactions including date, time, and be able to produce reports on the status of these checks. (T) 
[bookmark: _Toc315287659][bookmark: _Toc339979080]3.2.2 	Vet Biometrics
[SS_211] The system shall perform a terrorist watch list and criminal background check of biometrics captured during registration and vet against DOD, state, and federal databases. (O) 
[bookmark: _Toc315287660][bookmark: _Toc339979081]3.3	Access Control Point (ACP) Processing
[bookmark: _Toc315287661][bookmark: _Toc339979082]3.3.1	General ACP Requirements
[SS_300] The system shall be capable of using wireless mobile handheld readers to perform credential and biometric verification functions at ACPs. (T) 
[SS_301] The system shall be capable of reading biometrics with a wired connection. (T) 
[SS_302] The system shall be capable of using biometric handheld read functions at vehicle lanes. (T)  
 [SS_303] The system shall allow the lane control guard or gate supervisor to switch to manual control of pedestrian and vehicular lane operations. (T) 
[SS_304] The system shall provide continuous digital video surveillance and recording of all access control transactions that occur in each vehicle and pedestrian lane. (T)  
[SS_305] The system shall provide simultaneous operation of pedestrian portal and vehicle lanes. (T)
[SS_306] The system shall compare applicant information against the access denied list and alert gate guard staff when a designated no access individual attempts to gain access. The access denied list shall be updated every five minutes or less. (T)  
[bookmark: OLE_LINK5][bookmark: OLE_LINK6][SS_307] The system shall provide interoperability with Federal Personal Identity Verification (PIV) (T) and DOD-Approved Non-Federal Issuers (NFI) PIV-1 (O) credentials during registration, vehicle lane operations, and pedestrian portals. 
[SS_308] The system shall support a DOD-wide and federally interoperable access control capability that can authenticate US government and DOD-approved NFI PIV-I physical access credentials and support access enrollment, authorization processes, and securely share information. (O)
[SS_309] The system shall provide the capability for the archive video to be reviewed at the central remote location at the Installation. (T)
[SS_310] The system shall allow automated access through an ACP vehicle lane by providing the Gatehouse Operator the capability to configure each individual lane using a pick list to select access criteria, such as personal credentials plus PIN, personal credentials plus biometrics, or personal credentials plus PIN and biometrics, at any FPCON Level. (T)
[SS_311] The system shall provide for fiber optic cable from the ACP to the point of debarkation of site’s fiber optic cable which is approximately 500 feet. (T) 
[SS_312] The system shall provide the capability to produce and display reports at ACPs and central remote location. (T)
[SS_313] The System shall generate the following reports at a minimum: (T) 
· All Denied History Report with range capability
· All Visitor Pass Report with range capability
· Person Scan History Report with range capability
· Registered Persons Report with range capability
· ACP access/transaction Reports with range capability
· Escort Visitor Pass Report with range capability
· Personnel entered into debarment list with range capability
· Hand Held report with range capability

[SS_314] The system shall have the capability to login and display ACP transactions at the guard booth. (T)
[SS_315] The system shall have the capability for ACP monitoring and control at the guard booth. (T)  
[SS_316] The system shall have the capability at the guard booth and ACP for selectable override control for all lanes per ACP. (T)  
[SS_317] The system shall have the capability at the central remote location for selectable override control for ACPs on the Installation. (T)
[SS_318] The system shall provide the capability for wireless handheld to be FIPS 201-1 compliant and capable of reading PIV, PIV-I, CAC, DD Form 2, DA Form 1602, DBIDs, state driver’s license, and TWIC cards and displaying user data and image (T) and NFI PIV-I. (O)
[SS_319]The system shall provide the capability for wireless handheld device transactions to be logged and searchable and viewable by the handheld and at guard stations. (T) 
[SS_320]The system shall provide the capability for the ergonomically designed wireless handheld to operate continuously for 12 hours (T), 16 hours (O). 
[SS_321]The system shall provide the capability for the digital video to be stored in a manner that allows it to be transferred to removable media and be admissible as evidence in a court of law. (T)
[bookmark: _Toc315287662][bookmark: _Toc339979083]3.3.2	Process Personnel at Vehicles Lanes
[SS_322] The system shall provide a minimum throughput rate for verified/authorized drivers in automated vehicle lanes of six vehicles per minute per lane. (T)
[SS_323] The system shall provide a minimum throughput rate for verified/authorized drivers in automated vehicle lanes of 30 vehicles per minute per lane. (O) 
[SS_324] The system shall read and display to the lane control guard on all entry sequences a real-time image of the driver’s face as the credential is presented. (T) 
[SS_325] The system shall display to the lane control guard on all entry sequences a stored image of the driver from the registration database. (T) 
[SS_326] The system vehicle lane digital video surveillance subsystem shall record the vehicle driver’s face. (T)
[SS_327] The system shall simultaneously display to the lane control guard on all entry sequences a video or image of the rear of the vehicle license plate. (T)
[SS_328] The digital CCTV system shall provide 24 hour /7 day per week video imagery with the capability to store images for 7 days and the ability to store 180 days of events requiring intervention. (T) 
[SS_329] The system shall read and display to the lane control guard on all entry sequences an indication, in a conspicuous manner, as to whether the individual credential presented matches that in the registration database and is valid. (T) 
[SS_330] The system shall enable authorized personnel to access enrollment records and electronic entry control equipment for all entry sequences. (T)
[SS_331] The system shall conspicuously identify to the lane control guard whether the driver is allowed Trusted Traveler privileges. (T) 
[SS_332] The system shall display information to the guardhouse for all events where vehicle operators do not match with registered information or are invalid and the guard is prompted to manually check or stop the vehicle. (T) 
[SS_333] The system shall display description/reason information to the guardhouse, guard booth, and central remote location for all access deny events. (T) 
[SS_334] The system shall provide the capability for an integrated traffic light (green, red) to denote status and traffic hold for all lanes of traffic at an ACP for turn-around and search exceptions. (T)
[SS_335] The system gate arm shall not rise automatically for drivers who are denied Trusted Traveler privileges. (T) 
[SS_336] The system shall be capable of lowering the traffic arm and shall take no more than one (1) second in all required environmental conditions.  Rising of the traffic arm shall take no more than three (3) seconds in all required environmental conditions.  If a vehicle crashes into the traffic arm when it is in the down position, the AIE System shall generate a signal (contact open/close) capable of indicating alarm conditions to remote workstations. (T)
[SS_337] The traffic arm controller shall have a waterproof housing. (T)
[SS_338] The traffic arm assembly shall be capable of manual override operation in the event of a malfunction due to mechanical failure, main power outage, and/or backup power supply failure. (T) 
[SS_339] The traffic arm drive assembly shall be directly linked to the gear motor by a heavy-duty connecting rod.  Override stops shall be provided to limit the gate arm travel in vertical or horizontal position and shall operate through 90 degrees. (T) 
[SS_340] The traffic arm assembly shall be capable of a minimum of 500 duty cycles per hour.  The traffic arm assembly shall consist of a hollow aluminum, wood, steel or fiberglass material assembly with a minimum length of nine (9) feet. (T)  
[SS_341] Each traffic arm shall be equipped with an obstruction detector that will automatically reverse the traffic arm motor when an obstruction is detected. (T) 
[SS_342] The traffic arm shall be covered with retro reflective red and white sheeting.  See FHWA SA-89-006 for proper orientation of sheeting. (T) 
[SS_343] The system shall provide for a two-way intercom capability between the vehicle lane and the guard booth, gate house and central remote location. (T)  
[SS_344] The system shall have the capability to scan and compare biometrics (fingerprint (T), iris (O)) at the vehicle lane and display results. (T)
[SS_345] The system shall provide a capability to sense and detect explosives on slowly moving vehicles at select ACPs and alert guard force when a positive match is detected. (O)
[SS_346] The system shall provide the capability for non-intrusive inspection of vehicles and trucks at select ACPs. (O)
[SS_347] The system shall provide for connectivity of the portable workstation to the AIE server both wirelessly (O) and via a hardwired data connection (T) to site registration database, and then to the Enterprise Servers.  
[SS_348] The digital CCTV camera shall capture front, back and license tag of the vehicle. (T)
[SS_349] The system shall provide the capability for the license plate camera to read the license plate and submit that number to DMV and or criminal justice agency and receive status. (O)
[bookmark: OLE_LINK11][bookmark: OLE_LINK15][SS_350]  The system shall provide the capability for vehicle undercarriage mapping and anomaly detection at the vehicle lane. (O)
[bookmark: _Toc315287663][bookmark: _Toc339979084]3.3.3	Process Personnel at Pedestrians Gates
[SS_351] The system shall provide a minimum ACP pedestrian throughput rate of three authorized personnel per minute per lane. (T)  
[SS_352] The system shall provide a minimum ACP pedestrian throughput rate of 10 authorized personnel per minute per lane. (O) 
[SS_353] The system pedestrian lane digital video surveillance subsystem shall record each pedestrian’s face. (T)
[SS_354] The system shall provide for a two-way intercom capability between the pedestrian portal and the gate house. (T) 
[SS_355] The system shall be able to read approved credentials and display the credential information to the gate control guards on all entry sequences during pedestrian processing. (T) 
[SS_356] The system shall require an approved credential and successful input of a PIN in order to allow pedestrian entrance to the portal/turnstile at lower FPCON levels.  At higher FPCON levels, the system shall require a biometric feature. (T) 
[SS_357] The system shall be capable of providing simultaneous operation for pedestrian portals/turnstiles and vehicle lanes to facilitate throughput of vehicle and pedestrian traffic. (T) 
[bookmark: _Toc315287664][bookmark: _Toc339979085]3.3.4	Process Vehicle License Plate information
[SS_358] The system shall be capable of capturing vehicle license number and vet to state and out of state law enforcement sources. (O)  
[SS_359] The system shall provide an alert notification to guards when a negative result from the state and out of state law enforcement sources is received and display the description information to the handheld device, gate house display, guard booth display, and remote monitoring location. (O)  
[bookmark: _Toc315287665][bookmark: _Toc339979086]3.4	System Security
[bookmark: _Toc315287666][bookmark: _Toc339979087]3.4.1	Physical Security
[SS_400] The system shall provide alarm notification to the central station when non-routine conditions such as tampering, equipment failures, or electrical power failures occur.  Tamper notifications are not required on equipment housed in secure server facilities. (T)   
[SS_401] The system shall employ tamper switches that are inaccessible until the switch is activated; have mounting hardware concealed so that the location of the switch cannot be observed from the exterior of the enclosure; and be connected to circuits which are under electrical supervision at all times, irrespective of the protection mode in which the circuit is operating. (T)
[SS_402] The system shall ensure switches and control features are secured. (T) 
[SS_403] The local processor shall also be capable of automatically restoring communication within 10 seconds after an interruption with the field device network that is internal to the AIE. (T) 
[SS_404] The local processor shall store a minimum of 10,000 transactions during periods of communication loss between the local processor and central server. (T) 
[SS_405]  The ACP local processor shall be able to support the number of alarm inputs needed by the system for all lanes at the ACP, with a maximum of eight alarm inputs. (T) 
[SS_406] The system shall be capable to report alarm conditions that remain off normal for periods exceeding 500 milliseconds. (T) 
[SS_407] The system shall provide an alarm notification within 3 seconds of unauthorized attempts to access the Installation or system component failure (tamper, power failure or system failure) (T).

[bookmark: _Toc315287667][bookmark: _Toc339979088]3.4.2	Information Security
[SS_408] The system shall implement the security controls of DOD 8500.2 and AR 25-2. (T) 
[bookmark: OLE_LINK3][bookmark: OLE_LINK4][SS_409] The system shall implement system security measures sufficient to attain an Authorization to Operate (ATO) IAW DOD Information Assurance Certification and Accreditation Process (DIACAP) per the DOD Instruction 8510.01 (DIACAP), AR 25-2 Army Information Assurance and the CIO/G6 Office of Information Assurance and Compliance, Certification and Accreditation (C&A) Best Business Practice dated 21 Nov 06. (T) 
[SS_410] The system shall implement system security measures sufficient to attain a Certificate to Operate through the NETCOM Certificate of Net worthiness (CON) process. (T)
[SS_411] The system shall use secure encrypted communications over the network. (T)  
[SS_412] The system shall encrypt data at rest. (T) 
[SS_413] The system shall ensure data concurrency of all system components among physical installations with network connectivity and be able to store or eliminate duplicate information. (T)  
[bookmark: _Toc315287668][bookmark: _Toc339979089]3.5	Reliability, Availability and Maintainability (RAM)
[SS_500] The system shall have emergency power or battery backup capable of running the system for a minimum of 6 hours. (T) 
[SS_501] The RAM System (one (1) Access Control Point (ACP) with two (2) vehicle lanes, and all associated components and appurtenances) shall be configured and installed to operate continuously and yield a Mean Time Between Failure (MTBF) of at least 1,440 hours (T) and 2,880 hours (O).  A failure is defined as a loss of RAM System functional capability.  
[SS_502] The RAM system (one (1) Access Control Point (ACP) with two (2) vehicle lanes, and all associated components and appurtenances) shall be configured and installed to operate continuously and yield a Mean Time Between Critical Failure (MTBCF) of at least 10,000 hours (T) and 17,520 hours (O).  A critical failure is defined as a failure that renders a system unusable.  The system becomes unusable when the system cannot automatically validate or verify the credentials presented at the ACP and associated lane(s) that requires direct intervention of the guard force present. 
[SS_503] The RAM system (one (1) Access Control Point (ACP) with two (2) vehicle lanes, and all associated components and appurtenances) shall be configured and installed to operate continuously and yield an Operational Availability (Ao) of at least 97% (T) and 99% (O). 
Ao is expressed as the Mean Time Between Downing Event (MTBDE) divided by the sum of MTBDE and Mean Down Time (MDT).  MTBDE is the average time between events that bring the RAM System down, including failures, critical failures, preventive maintenance, and training.  MDT is the average total elapsed time to fully restore the RAM System to an operational state because of a downing event, including active maintenance time, logistics delay time, and administrative delay time.  
Ao = MTBDE ÷ (MTBDE + MDT)

[SS_504] The system shall have a minimum Ao of 97% (T) and 99% (O) per module, gate and portal. 
[SS_505] The probability of the system granting entry to an unauthorized individual (false acceptance rate) shall be less than 0.1 percent. (T) 
[SS_506] The probability of the system denying entry to an authorized individual (false rejection rate) shall be less than 1.0 percent. (T) 
[SS_507] The system shall be designed such that a lane failure will result in the gates safely closing to prevent unauthorized access and changing to manual mode to enable manual entry verification. (T) 
[SS_508] The system shall incorporate features that enable cost effective maintenance throughout their deployed life. (T)  
[SS_509] The system shall allow for upgrades of hardware and software with minimal system disruption and cost. (T)  
[SS_510] The system shall maintain spares for all mission critical components that are readily available to field users. (T)  
[SS_511] System components shall be designed to be maintained using commercially available tools and equipment.  Components shall be arranged and assembled so they are accessible to maintenance personnel in order to perform operator level maintenance. (T) 
[SS_512] The system shall be designed so that personnel can operate the system with no more than 8 hours of initial or refresher training. (T)
[bookmark: _Toc315287669][bookmark: _Toc339979090]3.6	Environmental Conditions
[SS_600] The system’s exterior components shall be resistant to the effects of sand and be rated for continuous operation under harsh weather environments (i.e. desert climate, winter snow removal etc), chemicals and vapors sometimes present in the conduct of base operations (e.g., gasoline, engine oil, diesel fuel, hydraulic fluid, ammonia, paint thinner and other potentially corrosive agents), and to the effects of chemicals used in winter road maintenance (e.g., salt and other deicer chemicals). (T)
[SS_601] The system components, except the console equipment installed in interior locations having controlled environments, shall be rated for continuous operation under ambient environmental conditions of 2 to 50 degrees C dry bulb and 20 to 90 percent relative humidity, non-condensing. (T) 
[SS_602] The system console equipment, unless designated otherwise, shall be rated for continuous operation under ambient environmental conditions of 2 to 50 degrees C and a relative humidity of 20 to 80 percent. (T) 
[SS_603] The system components installed in interior locations having uncontrolled environments shall be rated for continuous operation under ambient environmental conditions of minus 18 to plus 50 degrees C dry bulb and 10 to 95 percent relative humidity, non-condensing. (T) 
[SS_604] The system components installed in exterior locations having uncontrolled environments shall be rated for continuous operation under ambient environmental conditions of minus 34 to plus 50 degrees C dry bulb and 10 to 95 percent relative humidity, condensing. (T)  
[SS_605] The system components shall be rated for continuous operation when exposed to rain as specified in NEMA 250, winds up to 137 km/hr and snow cover up to 610 mm measured vertically. (T) 
[SS_606] All exterior system components shall be operable in precipitation of up to two inches/hour. (T) 
[SS_607] All system components shall be operable in icing conditions. (T)  
[SS_608] All exterior components shall withstand exposure to solar ultraviolet radiation without performance degradation for a period of 10 years. (T) 
[SS_609] The system and equipment shall be sufficiently rugged to withstand handling in the field during operation, maintenance, supply, and transport within the environmental limits specified for those conditions in the applicable hardware or system specification. (T) 
[SS_610] The system shall provide protective housing enclosures for interior electronics IAW NEMA 250 Type 12. (T)  
[bookmark: _Toc315287670][bookmark: _Toc339979091]3.7	System Characteristics
[bookmark: _Toc315287671][bookmark: _Toc339979092]3.7.1	Safety
[SS_700] The system, including enrollment stations and registration components, shall be safe to operate and maintain. (T) 
[SS_701] All system components shall be protected against the effects of lightning, power surges and stray electrical charges or emissions. (T)  
[SS_702] The system shall protect personnel against electrical shock. (T)  
[bookmark: _Toc315287672][bookmark: _Toc339979093]3.7.2	Physical Characteristics
[SS_703] The system shall operate using local commercial power. (T) 
[SS_704] The system shall use standard interface connectors for all computer processors and peripherals supporting the computer resources and will not require proprietary links, connectors, or cables. (T) 
[SS_705] The system shall have non-proprietary interfaces. (T)  
[SS_706] The system components shall be interoperable, modular, scalable products that can be tailored to accommodate future hardware and software upgrades. (T)  
[SS_707] The system shall consist of COTS components to the greatest extent possible. (T)  
[SS_708] System computers shall be state-of-the-market computers with the ability to read and verify personnel credentials. (T)  
[SS_709] The system shall provide nameplates for major components of the system.  Nameplates shall have the manufacturer's name, address, type or style, model or serial number identified on the equipment. (T)  
[bookmark: _Toc315287673][bookmark: _Toc339979094]3.7.3	System Design
[SS_710] The system shall have the capability for the Installation commander or authorized security official to electronically configure the system to require varying combinations of identification for each threat condition or FPCON level. (T)
[SS_710A] The system shall be able to quickly change from one threat condition / FPCON level to another and apply the corresponding required combination of forms of identification for controlling vehicle and pedestrian  access. (T)  
[SS_711] The system shall require an approved credential and successful input of a PIN in order to allow vehicle entrance at higher FPCON levels. (T)  
[SS_712] The system shall be able to securely create, store, update and delete PIR data for all registrants. (T) 
[SS_713] The system shall be able to communicate PIR data to each ACP, each automated entrance lane to include handhelds, and the Visitor Control Center (VCC). (T) 
[SS_714] The system shall provide uninterrupted entry control processing despite loss of data connectivity from the network or central server. (T) 
[SS_715] The system shall be capable of recording, reporting, and screen-printing of all system events on electronic media to include pedestrian and vehicle throughput data. (T) 
[SS_716] The system shall provide pre-established reports and user-defined and user-configurable formatting for all reports. (T)  
[SS_717] The system shall record date, time, location, and identity of all personnel granted access in the access control events records. (T) 
[SS_718] The system shall record and store access control events for 30 days. (T)
[SS_719] The system shall record and store access control events for 180 days. (O) 
[SS_720] The system shall recognize and deny entry attempts by unauthorized personnel by positively preventing access while maintaining a safe environment for other persons transitioning the gate area. (T) 
[SS_721] The system shall conform to NFPA 70 standards. (T)  
[SS_722] The system shall be able to discriminate between individual switches, sensors and entry control devices and report available status to the appropriate workstation. (T) 
[SS_723] The system as initially configured will utilize a maximum of 65% of the provided computer memory, storage and computing speed. (T) 
[SS_724] The system as initially configured will utilize a maximum of 33% of the provided computer memory, storage and computing speed. (O)
[SS_725] The system shall be able to provide verified registration information, including results of law enforcement and credential checks, to AIE systems at other designated facilities to avoid the need to re-register. (T) 
[SS_726] The system shall be able to access the registration data of all other facilities within the AIE network.  (T) 
[SS_727] The system shall be capable of remote administration of the computers at all Installations on the AIE network from a centralized Network Control Center. (T) 
[SS_728] The system shall provide remote monitoring and control of all ACPs from a centralized location on site. (T) 
[SS_729] The system shall be able to receive and display the common operating picture at the central remote location, gatehouse, lane booth, and on handhelds. (O) 
[SS_730] The system shall have the capability to function with different configurations with the traffic light functioning; Gate Arm up and Gate Arm down; Credential Only, Credential and Biometrics, Credential and PIN. (T)
[SS_731] The system shall provide the capability to count and tally vehicle entry per ACP per vehicle lane. (T)
[SS_732] The system shall provide the capability to import a debarment list from a flat file, spreadsheet, or document format into the AIE system and vet against that list. (T)
[SS_733] The system shall have the capability for all ACPs to be monitored at the central remote location on the Installation. (T)
[SS_734] The system shall have the capability for the ACP, guard booth, and central remote location to login to the system and use information technology to control/override ACP transactions. (T)
[SS_735] The system shall provide the capability for all credential readers to be equipped with visual and/or audible feedback when credential is read. (T)
[SS_736] The system should not register the same person more than once. (T)
[SS_737] The system shall provide software installer packages.  (T)
[SS_738} The system shall provide an open architecture that will permit other force protection/physical security systems and DOD databases to provide input for display. (T)
[SS_739] The system shall provide the capability for the guard booth to monitor and control multiple vehicle lanes using the AIE system during normal operations. (T)
[SS_740] The system shall provide the capability for platooning at the vehicle lane.  Operations may consist of two guards with handhelds controlling one lane or one guard with handheld with the vehicle lane pedestal operational.  Gate crash and tail gate alarms are inactive. (T)
[bookmark: _Toc315287674][bookmark: _Toc339979095]3.8	External Interfaces
[SS_800] The system shall be designed such that it can be integrated with existing infrastructure and networks. (T)  
[SS_801] The system shall use standard communication protocols and communication links of CONUS Installations. (T) 
[SS_802] The system software shall electronically connect to DEERS through the Interoperability Layer Service without the staff having to re-key information.(T)
[SS_803] The program software shall electronically connect to NCIC without the staff having to re-key information. (T) 
[SS_804] When the AIE system is deployed to Korea, the system software shall electronically connect with DBIDS in Korea without the staff having to re-key information. (O)
[SS_805] When the AIE system is deployed in Europe, the system software shall electronically connect with Access Control System (ACS) for applications in USAREUR without the staff having to re-key information. (O) 
[SS_806] The system shall have the capability to interface automatically with in state and out of state systems publishing outstanding Wants and Warrants, and the national terrorist watch list. (O)
[SS_807] The system fingerprint collection subsystem shall be certified interoperable with the Federal Bureau of Investigation’s IAFIS. (O)
[SS_808] The system shall verify the fingerprint read at the pedestrian lane with that in the registration database and provide the match result within 5.0 seconds (T) and 2.0 seconds. (O) 
[SS_809] The system shall verify the fingerprint read at the vehicle lane with that in the registration database and provide the compare result within 5.0 seconds (T) and 2.0 seconds. (O)
[SS_810] The system program software shall electronically connect with in state and out-of-state law enforcement sources and local departments of motor vehicle databases. (O)  
[SS_811] The system program software shall electronically connect with state record systems that maintain state-issued driver’s licenses or identification cards. (O)
[SS_812] The system shall provide server computers and all workstations except the CAC enabled ones at the lanes.  Reference DOD 8510.01 specifies that, all DOD MAC I and MAC II systems will be configured to use the CAC card or a NSA-certified product for access. (T)
[SS_813] The system program software shall electronically connect to the enterprise servers to transmit and receive user data. (T)
[SS_814] The system program software shall electronically connect to the Army Enterprise SCOM Servers (T).
[SS_815] The system program software shall electronically connect to the federal bridge through the Interoperability Layer Service for access to other authoritative databases. (O) 
[SS_816] The system program software shall electronically connect to the web-based middle solution (Interoperability Layer Service). (T)
[SS_817] The system shall provide the capability to electronically share the access denied list/debarment list with other DOD and federal systems. (T)
[SS_818] The system shall provide a local database that tracks the local population to support verification and security alerts obtained from the Continuous Information Management Engine (CIME) via IoLS. (T)  
Note:  Locals are defined as persons that fall under any of the following three categories: 
1. Does not have a digital identity in DOD-wide DEERS, 
2. Does not have a DOD ID (i.e., CAC or Teslin) card 
3. Does not have a DOD Electronic Data Interchange Personal Identifier (EDI PI)

Local persons include those non-DOD persons with credentials that can be federated to the DOD (e.g., TWIC™, PIV credentials from other Federal agencies and PIV-I credentials for commercial organizations), local access personnel that have not been issued a credential that can be federated, and persons issued a local access card. 
[SS_819] The system shall provide the capability to electronically share local population information with other DOD and federal systems. (T)
[SS_820] The system shall provide a standard interface for data interchange between Access Control Systems that comply with the Security Equipment Integration Working Group (SEIWG) Information Control Document 0100 series. (T)
[SS_821] The contractor shall implement Internet Protocol version 6 (IPv6) on
public-facing servers and services providing for dual stack operations of  IPv4 and IPv6 in parallel. (T)
 
[bookmark: _Toc339979096][bookmark: _Toc315287676]4.	VERIFICATION
[bookmark: _Toc339979097]4.1	Methods of Verification
Requirements in Section 3 shall be verified by one or more of the four verification methods described below.  Data from demonstrations or tests performed by the Government shall be used in analyses.
Analysis (A) - Verification by analysis uses techniques; such as statistical or quantitative analysis, computer simulations and analog modeling;  to complete calculations or make comparisons that confirm a product design satisfies the specified functional, performance, interface or design requirements.  Analysis results prove that the product design provides the functional or performance capability, margin and design features specified by a product requirement.
Demonstration (D) Verification by demonstration is the exercise of the hardware, software or operation to assure that qualitatively specified functions could be performed.  Demonstration generally does not entail special equipment or sophisticated measuring instrumentation.
Inspection (I) Verification by inspection is the examination of a product's physical (not functional) characteristics to assure compliance with the workmanship, quality, physical condition and dimensional tolerance requirements stated in product specifications or design documentation.  Inspection may include a visual confirmation that the product includes special design or construction features required by the releasing engineer.  Inspection may include verification of configuration management processes to ensure correct developmental processes and configuration control.  Inspection may also include the comparison of software requirements or mechanization equations to program source listings or flow diagrams to verify software or database compliance with software requirements.
Test (T) Verification by test is the quantitative measurement of performance parameters or functional characteristics through the application of functional, electrical or mechanical stimuli or exposure to a natural or induced environment to determine compliance with specified requirements.  Test typically includes the collection and evaluation of performance data or functional characteristics by acquiring quantitative data using technical means and documenting the results.
[bookmark: _Toc315287677][bookmark: _Toc339979098]4.2	Vet Credentials and Registration Verification
The system shall be required to demonstrate the performance requirements for vetting of credentials and registration of permanent parties and visitors as specified in Section 3.
[bookmark: _Toc315287678][bookmark: _Toc339979099]4.3	ACP Verification
[bookmark: _Toc315287679][bookmark: _Toc339979100]4.3.1	ACP Processing Verification
The system shall be required to demonstrate the performance requirements for ACP processing as specified in Section 3.
[bookmark: _Toc315287680][bookmark: _Toc339979101]4.3.2	ACP Throughput Verification
The system shall be tested against the performance requirements for ACP processing as specified in Section 3.
[bookmark: _Toc315287681][bookmark: _Toc339979102]4.4	Security Verification
[bookmark: _Toc315287682][bookmark: _Toc339979103]4.4.1	System Security Verification
The system shall be required to demonstrate the performance requirements for system security verification as specified in Section 3.
[bookmark: _Toc315287683][bookmark: _Toc339979104]4.4.2	Information Security Verification
The system shall be tested against the performance requirements for Information Security as specified in Section 3.
[bookmark: _Toc315287684][bookmark: _Toc339979105]4.4.3	Data At Rest Verification
The system shall be inspected for compliance with the data at rest requirement in 
Section 3.

[bookmark: _Toc315287685][bookmark: _Toc339979106]4.5	Reliability Verification
[bookmark: _Toc315287686][bookmark: _Toc339979107]4.5.1	MTBF, MTBCF, Ao Verification
The system shall be analyzed and tested for compliance with performance requirements for reliability as specified in Section 3.
[bookmark: _Toc315287687][bookmark: _Toc339979108]4.5.2	System Reliability Verification
The system shall be required to demonstrate the performance requirements for reliability as specified in Section 3.
[bookmark: _Toc315287688][bookmark: _Toc339979109]4.6	Maintainability Verification
[bookmark: _Toc315287689][bookmark: _Toc339979110]4.6.1	System Design for Maintainability
The system shall be required to demonstrate the performance requirements for system design for maintainability as specified in Section 3.
[bookmark: _Toc315287690][bookmark: _Toc339979111]4.6.2	Maintenance Spares Verification
The system shall be inspected for compliance with the system-sparing requirement in Section 3.
[bookmark: _Toc315287691][bookmark: _Toc339979112]4.7	Environmental Verification
[bookmark: _Toc315287692][bookmark: _Toc339979113]4.7.1	Specified Environment Verification
The system shall be tested to verify performance requirements while exposed to the environments specified in Section 3.
[bookmark: _Toc315287693][bookmark: _Toc339979114]4.7.2	Broad Environmental Verification
The system shall be analyzed for compliance with performance requirements while exposed to the environments specified in Section 3.
[bookmark: _Toc315287694][bookmark: _Toc339979115]4.8	System Design Verification
[bookmark: _Toc315287695][bookmark: _Toc339979116]4.8.1	Physical Design Verification
The system shall be inspected for compliance with the system design requirements in Section 3.
[bookmark: _Toc315287696][bookmark: _Toc339979117]4.8.2	System Power Verification
The system shall be required to demonstrate the performance requirements for operation as specified in Section 3.
[bookmark: _Toc315287697][bookmark: _Toc339979118]4.8.3	System Architecture Verification
The system shall be analyzed for compliance with system architecture performance requirements specified in Section 3.
[bookmark: _Toc315287698][bookmark: _Toc339979119]4.8.4	System Functional Design
The system shall be required to demonstrate the system functional design performance requirements as specified in Section 3. 


TABLE I Requirement/Verification Cross-Reference Matrix
	ID
	System Specification AIE
	Fixed-Full/ Handheld
	T/O
	Method
	Level
	Para

	NA
	3.1.1    Pre-Registration
	NA
	NA
	NA
	NA
	NA

	SS_100
	The system shall provide on-line pre-registration for permanent party and visitors.  On-line is defined as available on the internet via the web.
	F
	T
	D
	Subsystem
	3.1.1

	SS_101
	The system shall provide access to on-line pre-registration information to the registration station in near real time.
	F
	T
	D
	Subsystem
	3.1.1

	SS_102
	The system shall perform verification of the user’s credentials when the user presents a valid credential during registration at the Visitor Control Center. 
	F
	T
	D
	Subsystem
	3.1.1

	SS_103
	The system shall pre-populate all registration information from on-line registrations so that no registration station operator is required to re-key information.
	F
	T
	D
	Subsystem
	3.1.1

	SS_104
	The system shall retain pre-registration information for 30 days after which time it will be dropped from the system if the enrollee has not registered at the registration station.
	F
	T
	D
	Subsystem
	3.1.1

	SS_105
	The system shall have the capability to vet pre-registered users through DEERS (T), and NCIC/ Federal database. 
	F
	T
	D
	Subsystem
	3.1.1

	NA
	3.1.2    Register Permanent Parties
	NA
	NA
	NA
	NA
	NA

	SS_106
	The system shall vet credentials with DEERS for credentials which DEERS is the authoritative source when enrolling permanent parties and populate registration fields with data from DEERS without the operator having to re-key any information
	F
	T
	D
	Subsystem
	3.1.2

	SS_107
	The system shall deny registration to personnel registering as permanent party who receive negative results from DEERS and shall proceed with the registration process for those receiving positive results
	F
	T
	D
	Subsystem
	3.1.2

	SS_108
	The system shall deny registration to personnel with negative reports from state and out of state and law enforcement sources and the department of motor vehicles.  
	F
	O
	D
	Subsystem
	3.1.2

	SS_109
	The system shall be capable of recording and reading a FIPS PUB 201-1 compliant credential for personnel access control during registration, vehicle lane operations, and pedestrian portal operations.
	F
	T
	D
	System
	3.1.2

	SS_110
	The system shall be capable of reading information from a DOD CAC and verifying credentials with DEERS.
	F
	T
	T
	Subsystem
	3.1.2

	SS_111
	The system shall be capable of reading information from a DD Form 2 (all types), DD Form 1173, DD Form 1173-1, and DD Form 2765 cards (for reserve & retired, uniformed services privilege card, dependent card, and DOD privilege card, respectively) and verifying credentials with DEERS.
	F
	T
	D
	Subsystem
	3.1.2

	SS_112
	The system shall be capable of reading 1-D and 2-D bar-coded information issued by local Installations that is compliant with the AIE system’s barcode readers.
	F
	T
	D
	Subsystem
	3.1.2

	SS_113
	The system shall display information obtained from personal credentials along with a captured digital image of the credential holder to the enrollment operator.
	F
	T
	D
	Subsystem
	3.1.2

	SS_114
	The system shall have the capability to limit locally issued credentials to access only Installations from which the credential was issued.
	F
	T
	D
	Subsystem
	3.1.2

	SS_115
	The system shall gather the following information during the registration process to uniquely identify the person:  Name, SSN (for overseas applications, the requirement will include a national ID value in lieu of the SSN), signature, fingerprint, DOB, expiration date of credential, user-specified PIN, duress code and unit of assignment.
	F
	T
	D
	Subsystem
	3.1.2

	SS_116
	The system shall be capable of reading fingerprints, recalling templates of one, two,  or no fingerprints (threshold) 10 (objective) for each individual enrolled in the database, and authenticating the individual’s identity by their fingerprint with the registration database. 
	F
	T
	D
	Subsystem
	3.1.2

	SS_117
	The system shall have the capability to accept no fingerprint and continue the enrollment process.
	F
	T
	D
	Subsystem
	3.1.2

	SS_118
	The system fingerprint collection subsystem shall conform to the EFTS derived from American National Standards Institute/National Institute of Standards and Technology-ITL 1-2000.
	F
	T
	D
	Subsystem
	3.1.2

	SS_119
	The system shall allow enrollees to specify a PIN and duress code without the information being presented to registration operators.
	F
	T
	D
	Subsystem
	3.1.2

	SS_120
	The system shall store the enrollee PIN and duress code with the registration record for personnel.
	F
	T
	D
	Subsystem
	3.1.2

	SS_121
	The system shall allow security officials to input at the time of registration the FPCON levels at which the individual is authorized to enter the facility.
	F
	T
	D
	Subsystem
	3.1.2

	SS_122
	The system shall be able to identify user duress codes when entered into keypad entry devices or credential readers and display duress warning.
	F
	T
	D
	Subsystem
	3.1.2

	SS_123
	The system shall be capable of identifying whether individuals are allowed Trusted Traveler privileges in accordance with applicable policies and regulations.
	F
	T
	D
	Subsystem
	3.1.2

	SS_124
	The system shall be able to identify various classes of users, including (but not limited to) military, foreign military, Guard and Reserve, civilian government employee, contractor, dependent resident & non-resident, and retiree.
	F
	T
	D
	Subsystem
	3.1.2

	SS_125
	The system shall allow individuals to belong to more than one class of users.
	F
	T
	D
	Subsystem
	3.1.2

	SS_126
	The system shall be capable of collecting personal credentials information, PIN, duress code, digital photo, signature, and biometric data for all registrants.  The system shall store all valid forms of identification for users.
	F
	T
	D
	Subsystem
	3.1.2

	SS_127
	The system shall grant access at the ACP according to the highest level of access permitted by any of the classes to which the user belongs using any of the credentials that the user has registered.
	F
	T
	D
	Subsystem
	3.1.2

	SS_128
	The system shall be able to read any permanent party driver’s license or state issued identification card and display information embedded on the credential (i.e., barcode or magnetic stripe data) for the enrollment operator to visually compare and confirm against the data printed on the card.
	F
	T
	D
	System
	3.1.2

	SS_129
	The system shall accommodate a method of reading an individual’s driver’s license or approved DOD credential to match with a government template to ensure validity.
	F
	T
	D
	Subsystem
	3.1.2

	SS_130
	The system shall be able to electronically read an individual’s driver’s license or state issued identification card and display information embedded on the credential (i.e., barcode or magnetic stripe data) for the enrollment operator to visually compare and confirm against the data printed on the card.
	F
	T
	D
	System
	3.1.2

	SS_131
	The system shall provide the capability for single sign-on for the registration station. 
	F
	T
	D
	System
	3.1.2

	SS_132
	The system shall have a portable registration station capability.

	F
	T
	D
	System
	3.1.2

	SS_133
	 The system shall provide the capability for the registrar to select, from a list of all ACPs at an installation, the ACP(s) that a user will be allowed to enter.  
	F
	T
	D
	System
	3.1.2

	SS_134
	The system shall provide the capability to restrict user entry to any ACP or pedestrian gate at an installation. 

	F
	T
	D
	System
	3.1.2

	NA
	3.1.3  Register Visitors
	NA
	NA
	NA
	NA
	NA

	SS_135
	The system shall deny visitor passes to personnel registering as visitors who receive negative results from DEERS and shall proceed with the registration process for those visitors receiving positive results.
	F
	T
	D
	Subsystem
	3.1.3

	SS_136
	The system shall deny visitor passes to personnel registering as visitors who receive negative results from NCIC that have outstanding Wants and Warrants or are listed on the national terrorist watch list and shall proceed with the registration process for those visitors receiving positive results.  .
	F
	T
	D
	Subsystem
	3.1.3

	SS_137
	The system shall enter information electronically read from an individual driver’s license or state issued identification card into the system database and issue a visitor pass.
	F
	T
	D
	Subsystem
	3.1.3

	SS_138
	The system shall accept and use approved ID credentials (state driver’s license or other valid Installation issued ID) authorized by appropriate Installation access control officials for commercial vendors.
	F
	T
	D
	Subsystem
	3.1.3

	SS_139
	The system shall enable permanent party and visitors to enter through the lanes using permanent party credentials or temporary visitor pass issued or accepted at the time of registration.
	F
	T
	D
	Subsystem
	3.1.3

	SS_140
	The system shall accommodate a method of reading an individual’s driver’s license or approved DOD credential to match with a government standard or template to ensure validity.
	F
	T
	D
	Subsystem
	3.1.3

	SS_141
	The system shall process visitor requests and issue temporary passes.
	F
	T
	D
	Subsystem
	3.1.3

	SS_142
	The system shall display captured information and populate fields in the visitor pass and credential that will be prepared for issuance.
	F
	T
	D
	Subsystem
	3.1.3

	SS_143
	The system shall allow the operator to manually enter personal information into the database.
	F
	T
	D
	Subsystem
	3.1.3

	SS_144
	The system shall electronically capture the signature of an individual and a digital photo for visual comparison with the signature and photo on the individual’s driver’s license and store the signature and photo in the system database.
	F
	T
	D
	Subsystem
	3.1.3

	SS_145
	The system shall be able to read a DOD CAC, DD Form 2 (all types), DD Form 1173, DA Form 1602, DBIDS, and TWIC cards and populate registration fields with the data.  
	F
	T
	D
	Subsystem
	3.1.3

	SS_146
	The system shall generate long term badges (plastic) and short term visitor passes (paper).
	F
	T
	D
	Subsystem
	3.1.3

	SS_147
	The system shall have the capability to use a duress code for drivers in an emergency situation and display duress warning to guard booth, gatehouse, and remote central location.  Duress code would be entered during registration.
	F
	T
	D
	Subsystem
	3.1.3

	NA
	3.1.4   Automatic Registration at Vehicle Lane
	NA
	NA
	NA
	NA
	NA

	SS_148
	The system shall have the capability to allow CAC and Teslin card holders (T) and state driver’s license card holders (T) to use their authorized credential to automatically register at the vehicle lane.
	F
	T
	D
	Subsystem
	3.1.4

	SS_149
	The system shall have the capability to allow the operator to present an authorized credential at the lane and retrieve the information from the card’s memory (CAC) or 2-D bar code (Teslin) and vet against authoritative databases.
	F
	T
	D
	Subsystem
	3.1.4

	SS_150
	The system shall provide the capability to continue the registration process, upon positive vetting response, query vehicle operator for user data, biometric (fingerprint (T), iris (O)) and compare the information retrieved from DEERS or authoritative database.  This data will be stored with user PIR data file.
	F
	T/O
	D
	Subsystem
	3.1.4

	SS_151
	The system shall deny registration for personnel who receive negative response from vetting process.
	F
	T
	D
	Subsystem
	3.1.4

	SS_152
	The system shall display upon the automatic registration sequences the retrieved image of the driver from the DEERS database or other authoritative database.
	F
	T
	D
	Subsystem
	3.1.4

	NA
	3.2.1   Vet Personnel Information
	NA
	NA
	NA
	NA
	NA

	SS_200
	The system shall perform a criminal background check using data from NCIC during pre-registration, registration of permanent parties, visitor, and automatic registration.
	F
	T
	T
	Subsystem
	3.2.1

	SS_201
	The system shall perform a criminal background check with in state and out-of-state law enforcement sources during pre-registration, registration of permanent parties, and visitor registration.
	F
	O
	T
	Subsystem
	3.2.1

	SS_202
	The system shall compare a driver’s license or state issued identification card against the issuing state’s records to confirm the status of the card.
	F
	T
	T
	Subsystem
	3.2.1

	SS_203
	The system shall establish a local database of personnel information.
	F
	T
	D
	Subsystem
	3.2.1

	SS_204
	The system shall enable the unique enrollment of at least 2,000,000 (scalable up to 20,000,000) personal information records.
	F
	T
	T
	Subsystem
	3.2.1

	SS_205
	The system shall maintain a list of personnel that are to be denied access onto the facility.
	F
	T
	D
	Subsystem
	3.2.1

	SS_206
	The system shall re-verify the personal credentials of enrolled personnel with DEERS at least once every month.
	F
	T
	A
	System
	3.2.1

	SS_207
	The system shall perform law enforcement background checks of enrolled personnel using data from NCIC at least once every three months.
	F
	T
	I
	Subsystem
	3.2.1

	SS_208
	The system shall perform law enforcement background checks of enrolled personnel with in state and out-of-state law enforcement sources at least once every three months.
	F
	O
	D
	Subsystem
	3.2.1

	SS_209
	For any verification that is performed, the system shall positively identify individuals who fail the periodic re-vetting process (such as have an expired or revoked credential or have new criminal activity on record) to deny access at the lanes and pedestrian portal.
	F
	T
	T
	Subsystem
	3.2.1

	SS_210
	The system shall log all vetting transactions including date, time, and be able to produce reports on the status of these checks.
	F
	T
	D
	Subsystem
	3.2.1

	NA
	3.2.2   Vet Biometrics
	NA
	NA
	NA
	NA
	NA

	SS_211
	The system shall perform a terrorist watch list and criminal background check of biometrics captured during registration and vet against DOD, state, and federal databases.  
	F
	O
	D
	Subsystem
	3.2.2

	NA
	3.3.1   General ACP Requirements
	NA
	NA
	NA
	NA
	NA

	SS_300
	The system shall be capable of using wireless mobile handheld readers to perform credential and biometric verification functions at ACPs.
	H
	T
	D
	System
	3.3.1

	SS_301
	The system shall be capable of reading biometrics with a wired connection
	F
	T
	D
	System
	3.3.1

	SS_302
	The system shall be capable of using biometric hand-held read functions at vehicle lanes.
	F
	T
	D
	System
	3.3.1

	SS_303
	The system shall allow the lane control guard or gate supervisor to switch to manual control of pedestrian and vehicular lane operations.
	F
	T
	D
	System
	3.3.1

	SS_304
	The system shall provide continuous digital video surveillance and recording of all access control transactions that occur in each vehicle and pedestrian lane.
	F
	T
	D
	System
	3.3.1

	SS_305
	The system shall provide simultaneous operation of pedestrian portals and vehicle lanes.
	F
	T
	D
	System
	3.3.1

	SS_306
	The system shall compare applicant information against the access denied list and alert gate guard staff when a designated no access individual attempts to gain access.  The access denied list shall be updated every five minutes or less.
	F
	T
	D
	Subsystem
	3.3.1

	SS_307
	The system shall provide interoperability with Federal Personal Identity Verification (PIV) and DOD-Approved Non-Federal Issuers (NFI) PIV-1 (O) credentials during registration, vehicle lane operations, and pedestrian portals.  
	F
	T/O
	D
	System
	3.3.1

	SS_308
	The system shall support a DOD-wide and federally interoperable access control capability that can authenticate US government and DOD-approved NFI PIV-I physical access credentials and support access enrollment, authorization processes, and securely share information.  
	F
	T/O
	D
	System
	3.3.1

	SS_309
	The system shall provide the capability for the archive video to be reviewed at the central remote location at the Installation.
	F
	T
	D
	System
	3.3.1

	SS_310
	The system shall allow automated access through an ACP vehicle lane by providing the Gatehouse Operator the capability to configure each individual lane using a pick list to select access criteria, such as personal credentials plus PIN, personal credentials plus biometrics, or personal credentials plus PIN and biometrics, at any FPCON Level.
	F
	T
	D
	System
	3.3.1

	SS_311
	The system shall provide for fiber optic cable from the ACP to the point of debarkation of site’s fiber optic cable which is approximately 500 feet. 
	F
	T
	D
	System
	3.3.1

	SS_312
	The system shall provide the capability to produce and display reports at ACPs and central remote location. (T)
	F
	T
	D
	System
	3.3.1

	SS_313
	The System shall generate the following reports at a minimum: 
· All Denied History Report with range capability 
· All Visitor Pass Report with range capability 
· Person Scan History Report with range capability
· Registered Persons Report with range capability    
· ACP access/transaction Reports with range capability
· Escort Visitor Pass Report with range capability 
· Personnel entreated into debarment list with range capability 
· Hand Held report with range capability
	F
	T
	D
	System
	3.3.1

	SS_314
	The system shall have the capability to login and display ACP transactions at the guard booth.  
	F
	T
	D
	System
	3.3.1

	SS_315
	 The system shall have the capability for ACP monitoring and control at the guard booth.  
	F
	T
	D
	System
	3.3.1

	SS_316
	The system shall have the capability at the guard booth and ACP for selectable override control for all lanes per ACP.  
	F
	T
	D
	System
	3.3.1

	SS_317
	 The system shall have the capability at the central remote location for selectable override control for ACPs on the Installation.  
	F
	T
	D
	System
	3.3.1

	SS_318
	The system shall provide the capability for wireless handheld to be FIPS 201-1 compliant and capable of reading PIV, PIV-I, CAC, DD Form 2, DA Form 1602, DBIDs, state driver’s license, and TWIC cards and displaying user data and image (T) and NFI PIV-I . (O)
	H
	T/O
	D
	System
	3.3.1

	SS_319
	The system shall provide the capability for wireless handheld device transactions to be logged and searchable and viewable by the handheld and at guard stations. 
	H
	T
	D
	Subsystem
	3.3.1

	SS_320
	The system shall provide the capability for the ergonomically designed wireless handheld to operate continuously for 12 hours (T), 16 hours (O).
	H
	T/O
	D
	Subsystem
	3.3.1

	SS_321
	The system shall provide the capability for the digital video to be stored in a manner that allows it to be transferred to removable media and be admissible as evidence in a court of law. (T)
	H
	T
	D
	Subsystem
	3.3.1

	NA
	3.3.2  Process Personnel at Vehicles Lanes
	NA
	NA
	NA
	NA
	NA

	SS_322
	The system shall provide a minimum throughput rate for verified/authorized drivers in automated vehicle lanes of six vehicles per minute per lane.
	F
	T
	D
	System
	3.3.2

	SS_323
	The system shall provide a minimum throughput rate for verified/authorized drivers in automated vehicle lanes of 30 vehicles per minute per lane.
	F
	O
	D
	System
	3.3.2

	SS_324
	The system shall read and display to the lane control guard on all entry sequences a real-time image of the driver’s face as the credential is presented.
	F
	T
	D
	System
	3.3.2

	SS_325
	The system shall display to the lane control guard on all entry sequences a stored image of the driver from the registration database.
	F
	T
	D
	System
	3.3.2

	SS_326
	The system vehicle lane digital video surveillance subsystem shall record the vehicle driver’s face.
	F
	T
	D
	System
	3.3.2

	SS_327
	The system shall simultaneously display to the lane control guard on all entry sequences a video or image of the rear of the vehicle license plate.
	F
	T
	D
	System
	3.3.2

	SS_328
	The digital CCTV system shall provide 24 hour 7 day per week video imagery with the capability to store images for 7 days and the ability to store 180 days of events requiring intervention.
	F
	T
	D
	System
	3.3.2

	SS_329
	The system shall read and display to the lane control guard on all entry sequences an indication, in a conspicuous manner, as to whether the individual credential presented matches that in the registration database and is valid.
	F
	T
	D
	System
	3.3.2

	SS_330
	The system shall enable authorized personnel to access enrollment records and electronic entry control equipment for all entry sequences.
	F
	T
	D
	System
	3.3.2

	SS_331
	The system shall conspicuously identify to the lane control guard whether the driver is allowed Trusted Traveler privileges.
	F
	T
	D
	System
	3.3.2

	SS_332
	The system shall display information to the guardhouse for all events where vehicle operators do not match with registered information or are invalid and the guard is prompted to manually check or stop the vehicle. 
	F
	T
	D
	System
	3.3.2

	SS_333
	The system shall display description/reason information to the guardhouse, guard booth, and central remote location for all access deny events. 
	F
	T
	D
	System
	3.3.2

	SS_334
	The system shall provide the capability for an integrated traffic light (green, red) to denote status and traffic hold for all lanes of traffic at an ACP for turn-around and search exceptions.
	F
	T
	D
	System
	3.3.2

	SS_335
	The system gate arm shall not rise automatically for drivers who are denied Trusted Traveler privileges.
	F
	T
	D
	System
	3.3.2

	SS_336
	The system shall be capable of lowering the traffic arm and shall take no more than one (1) second in all required environmental conditions.  Rising of the traffic arm shall take no more than three (3) seconds in all required environmental conditions.  If a vehicle crashes into the traffic arm when it is in the down position, the AIE System shall generate a signal (contact open/close) capable of indicating alarm conditions to remote workstations.
	F
	T
	T
	System
	3.3.2

	SS_337
	The traffic arm controller shall have a waterproof housing.
	F
	T
	I
	Subsystem
	3.3.2

	SS_338
	The traffic arm assembly shall be capable of manual override operation in the event of a malfunction due to mechanical failure, main power outage, and/or backup power supply failure.
	F
	T
	I/D
	Subsystem
	3.3.2

	SS_339
	The traffic arm drive assembly shall be directly linked to the gear motor by a heavy-duty connecting rod.  Override stops shall be provided to limit the gate arm travel in vertical or horizontal position and shall operate through 90 degrees.
	F
	T
	I/D
	Subsystem
	3.3.2

	SS_340
	The traffic arm assembly shall be capable of a minimum of 500 duty cycles per hour.  The traffic arm assembly shall consist of a hollow aluminum assembly, wood, steel or fiberglass material with a minimum length of nine (9) feet.
	F
	T
	I/D
	Subsystem
	3.3.2

	SS_341
	Each traffic arm shall be equipped with an obstruction detector that will automatically reverse the traffic arm motor when an obstruction is detected.
	F
	T
	I/D
	Subsystem
	3.3.2

	SS_342
	The traffic arm shall be covered with retro reflective red and white sheeting.  See FHWA SA-89-006 for proper orientation of sheeting.
	F
	T
	I/D
	Subsystem
	3.3.2

	SS_343
	The system shall provide for a two-way intercom capability between the vehicle lane and the guard booth, gate house, and central remote location.
	F
	T
	D
	Subsystem
	3.3.2

	SS_344
	The system shall have the capability to scan and compare biometrics (fingerprint (T), iris (O) at the vehicle lane and display results. 
	F
	T/O
	D
	Subsystem
	3.3.2

	SS_345
	The system shall provide a capability to sense and detect explosives on slowly moving vehicles at select ACPs and alert guard force when a positive match is detected. 
	F
	O
	D
	Subsystem
	3.3.2

	SS_346
	The system shall provide the capability for non-intrusive inspection of vehicles and trucks at select ACPs. 
	F
	O
	D
	Subsystem
	3.3.2

	SS_347
	The system shall provide for connectivity of the portable workstation to the AIE server both wirelessly (O) and via a hardwired data connection (T) to site registration database, and then to the Enterprise Servers.  
	F
	T/O
	D
	Subsystem
	3.3.2

	SS_348
	The digital CCTV camera shall capture front, back, and license plate of the of the vehicle 
	F
	T
	D
	Subsystem
	3.3.2

	SS_349
	The system shall provide the capability for the license plate camera to read the license plate and submit that number to DMV and or criminal justice agency and receive status 
	F
	O
	D
	Subsystem
	3.3.2

	SS_350
	The system shall provide the capability for vehicle undercarriage mapping and anomaly detection at the vehicle lane. 
	F
	O
	D
	Subsystem
	3.3.2

	NA
	3.3.3  Process Personnel at Pedestrians Gates
	NA
	NA
	NA
	NA
	NA

	SS_351
	The system shall provide a minimum ACP pedestrian throughput rate of three authorized personnel per minute per lane.
	F
	T
	T
	System
	3.3.3

	SS_352
	The system shall provide a minimum ACP pedestrian throughput rate of 10 authorized personnel per minute per lane.
	F
	O
	T
	System
	3.3.3

	SS_353
	The system pedestrian lane digital video surveillance subsystem shall record each pedestrian’s face.
	F
	T
	D
	System
	3.3.3

	SS_354
	The system shall provide for a two-way intercom capability between the pedestrian portal and the gate house.
	F
	T
	D
	Subsystem
	3.3.3

	SS_355
	The system shall be able to read approved credentials and display the credential information to the gate control guards on all entry sequences during pedestrian processing.
	F
	T
	D
	System
	3.3.3

	SS_356
	The system shall require an approved credential and successful input of a PIN in order to allow pedestrian entrance to the portal/turnstile at lower FPCON levels.  At higher FPCON levels, the system shall require a biometric feature.
	F
	T
	D
	System
	3.3.3

	SS_357
	The system shall be capable of providing simultaneous operation for pedestrian portals/turnstiles and vehicle lanes to facilitate throughput of vehicle and pedestrian traffic.

	F
	T
	D
	System
	3.3.3

	NA
	3.3.4    Process Vehicle License Plate information
	NA
	NA
	NA
	NA
	NA

	SS_358
	The system shall be capable of capturing vehicle license number and vet to state and out of state and law enforcement sources.
	F
	O
	D
	System
	3.3.4

	SS_359
	The system shall provide an alert notification to guards when a negative result from the state and out of state and law enforcement sources is received and display the description information to the handheld device, gate house display, guard booth display, and remote monitoring location.

	F
	O
	D
	Subsystem
	3.3.4

	NA
	3.4.1    Physical Security
	NA
	NA
	NA
	NA
	NA

	SS_400
	The system shall provide alarm notification to the central station when non-routine conditions such as tampering, equipment failures, or electrical power failures occur.  Tampers are not required on equipment housed in secure server facilities.
	F
	T
	T
	System
	3.4.1

	SS_401
	The system shall employ tamper switches that are inaccessible until the switch is activated; have mounting hardware concealed so that the location of the switch cannot be observed from the exterior of the enclosure; and be connected to circuits which are under electrical supervision at all times, irrespective of the protection mode in which the circuit is operating.
	F
	T
	I
	System
	3.4.1

	SS_402
	The system shall ensure switches and control features are secured.
	F
	T
	I
	Subsystem
	3.4.1

	SS_403
	The local processor shall also be capable of automatically restoring communication within 10 seconds after an interruption with the field device network that is internal to the AIE.
	F
	T
	T
	Subsystem
	3.4.1

	SS_404
	The local processor shall store a minimum of 10,000 transactions during periods of communication loss between the local processor and central server.
	F
	T
	T
	System
	3.4.1

	SS_405
	The ACP local processor shall be able to support the number of alarm inputs needed by the system for all lanes at the ACP, with a maximum of eight alarm inputs.
	F
	T
	T
	System
	3.4.1

	SS_406
	The system shall be capable to report alarm conditions that remain off normal for periods exceeding 500 milliseconds.
	F
	T
	T
	System
	3.4.1

	SS_407
	The system shall provide an alarm notification within 3 seconds of unauthorized attempts to access the Installation or system component failure (tamper, power failure or system failure).
	F
	T
	T
	System
	3.4.1

	NA
	3.4.2  Information Security
	NA
	NA
	NA
	NA
	NA

	SS_408
	The system shall implement the security controls of DOD 8500.2 and AR 25-2.
	F
	T
	T
	System
	3.4.2

	SS_409
	The system shall implement system security measures sufficient to attain an Authorization to Operate (ATO) IAW DOD Information Assurance Certification and Accreditation Process (DIACAP) per the DOD Instruction 8510.01 (DIACAP), AR 25-2 Army Information Assurance and the CIO/G6 Office of Information Assurance and Compliance, Certification and Accreditation (C&A) Best Business Practice dated 21 Nov 06.
	F
	T
	T
	System
	3.4.2

	SS_410
	The system shall implement system security measures sufficient to attain a Certificate to Operate through the NETCOM Certificate of Net worthiness (CON) process.
	F
	T
	T
	System
	3.4.2

	SS_411
	The system shall use secure encrypted communications over the network
	F
	T
	D
	System
	3.4.2

	SS_412
	The system shall encrypt data at rest.
	F
	T
	I
	System
	3.4.2

	SS_413
	The system shall ensure data concurrency of all system components among physical installations with network connectivity and be able to store or eliminate duplicate information.


	F
	T
	D
	Subsystem
	3.4.2

	NA
	3.5  Reliability, Availability and Maintainability (RAM)
	NA
	NA
	NA
	NA
	NA

	SS_500
	The system shall have emergency power or battery backup capable of running the system for a minimum of 6 hours.
	F
	T
	D
	System
	3.5

	SS_501
	The RAM System (one (1) Access Control Point (ACP) with two (2) vehicle lanes, and all associated components and appurtenances) shall be configured and installed to operate continuously and yield a Mean Time Between Failure (MTBF) of at least 1,440 hours (T) and 2,880 hours (O).  A failure is defined as a loss of RAM System functional capability.  
	F
	T/O
	T
	System
	3.5

	SS_502
	The RAM system (one (1) Access Control Point (ACP) with two (2) vehicle lanes, and all associated components and appurtenances) shall be configured and installed to operate continuously and yield a Mean Time Between Critical Failure (MTBCF) of at least 10,000 hours (T) and 17,520 hours (O). A critical failure is defined as a failure that renders a system unusable.  The system becomes unusable when the system cannot automatically validate or verify the credentials presented at the ACP and associated lane(s) that requires direct intervention of the guard force present.
	F
	T/O
	T
	System
	3.5

	SS_503
	The RAM system (one (1) Access Control Point (ACP) with two (2) vehicle lanes, and all associated components and appurtenances) shall be configured and installed to operate continuously and yield an Operational Availability (Ao) of at least 97% (T) and 99% (O).
Ao is expressed as the Mean Time Between Downing Event (MTBDE) divided by the sum of MTBDE and Mean Down Time (MDT).  MTBDE is the average time between events that bring the RAM System down, including failures, critical failures, preventive maintenance, and training.  MDT is the average total elapsed time to fully restore the RAM System to an operational state because of a downing event, including active maintenance time, logistics delay time, and administrative delay time. 
 Ao = MTBDE ÷ (MTBDE + MDT)
	F
	T/O
	T
	Subsystem
	3.5

	SS_504
	The system shall have a minimum Ao 97% (T) and  99% (O) per module, gate and portal. 
	F
	T/O
	T
	System
	3.5

	SS_505
	The probability of the system granting entry to an unauthorized individual (false acceptance rate) shall be less than 0.1 percent.
	F
	T
	T
	System
	3.5

	SS_506
	The probability of the system denying entry to an authorized individual (false rejection rate) shall be less than 1.0 percent.
	F
	T
	T
	System
	3.5

	SS_507
	The system shall be designed such that a lane failure will result in the gates safely closing to prevent unauthorized access and changing to manual mode to enable manual entry verification.
	F
	T
	D
	Subsystem
	3.5

	SS_508
	The system shall incorporate features that enable cost effective maintenance throughout their deployed life.
	F
	T
	A
	Subsystem
	3.5

	SS_509
	The system shall allow for upgrades of hardware and software with minimal system disruption and cost.
	F
	T
	A
	System
	3.5

	SS_510
	The system shall maintain spares for all mission critical components that are readily available to field users.
	F
	T
	A/I
	System
	3.5

	SS_511
	System components shall be designed to be maintained using commercially available tools and equipment.  Components shall be arranged and assembled so they are accessible to maintenance personnel in order to perform operator level maintenance.
	F
	T
	I
	Subsystem
	3.5

	SS_512
	The system shall be designed so that personnel can operate the system with no more than 8 hours of initial or refresher training.
	F
	T
	T
	System
	3.5

	NA
	3.6  Environmental Conditions
	NA
	NA
	NA
	NA
	NA

	SS_600
	The system’s exterior components shall be resistant to the effects of sand and be rated for continuous operation under harsh weather environments (i.e. desert climate, winter snow removal etc), chemicals and vapors sometimes present in the conduct of base operations (e.g., gasoline, engine oil, diesel fuel, hydraulic fluid, ammonia, paint thinner and other potentially corrosive agents), and to the effects of chemicals used in winter road maintenance (e.g., salt and other deicer chemicals).
	F
	T
	T
	Subsystem
	3.6

	SS_601
	The system components, except the console equipment installed in interior locations having controlled environments, shall be rated for continuous operation under ambient environmental conditions of 2 to 50 degrees C dry bulb and 20 to 90 percent relative humidity, non-condensing.
	F
	T
	T
	System
	3.6

	SS_602
	The system console equipment, unless designated otherwise, shall be rated for continuous operation under ambient environmental conditions of 2 to 50 degrees C and a relative humidity of 20 to 80 percent. 
	F
	T
	T
	System
	3.6

	SS_603
	The system components installed in interior locations having uncontrolled environments shall be rated for continuous operation under ambient environmental conditions of minus 18 to plus 50 degrees C dry bulb and 10 to 95 percent relative humidity, non-condensing.
	F
	T
	T
	System
	3.6

	SS_604
	The system components installed in exterior locations having uncontrolled environments shall be rated for continuous operation under ambient environmental conditions of minus 34 to plus 50 degrees C dry bulb and 10 to 95 percent relative humidity, condensing.
	F
	T
	T
	System
	3.6

	SS_605
	The system components shall be rated for continuous operation when exposed to rain as specified in NEMA 250, winds up to 137 km/hr and snow cover up to 610 mm measured vertically.
	F
	T
	T
	System
	3.6

	SS_606
	All exterior system components shall be operable in precipitation of up to two inches/hour.
	F
	T
	D
	Subsystem
	3.6

	SS_607
	All system components shall be operable in icing conditions.
	F
	T
	D
	System
	3.6

	SS_608
	All exterior components shall withstand exposure to solar ultraviolet radiation without performance degradation for a period of 10 years.
	F
	T
	A
	System
	3.6

	SS_609
	The system and equipment shall be sufficiently rugged to withstand handling in the field during operation, maintenance, supply, and transport within the environmental limits specified for those conditions in the applicable hardware or system specification.
	F
	T
	A
	System
	3.6

	SS_610
	The system shall provide protective housing enclosures for interior electronics IAW NEMA 250 Type 12. 
	F
	T
	I
	System
	3.6

	NA
	3.7.1   Safety
	NA
	NA
	NA
	NA
	NA

	SS_700
	The system, including enrollment stations and registration components, shall be safe to operate and maintain. 
	F
	T
	D
	System
	3.7.1

	SS_701
	All system components shall be protected against the effects of lightning, power surges and stray electrical charges or emissions.
	F
	T
	A
	System
	3.7.1

	SS_702
	The system shall protect personnel against the effects of electrical shock.
	F
	T
	I
	System
	3.7.1

	NA
	3.7.2  Physical Characteristics
	NA
	NA
	NA
	NA
	NA

	SS_703
	The system shall operate using local commercial power.
	F
	T
	D
	System
	3.7.2

	SS_704
	The system shall use standard interface connectors for all computer processors and peripherals supporting the computer resources and will not require proprietary links, connectors, or cables.
	F
	T
	I
	System
	3.7.2

	SS_705
	The system shall have non-proprietary interfaces.
	F
	T
	I
	System
	3.7.2

	SS_706
	The system components shall be interoperable, modular, scalable products that can be tailored to accommodate future hardware and software upgrades.
	F
	T
	A
	System
	3.7.2

	SS_707
	The system shall consist of COTS components to the greatest extent possible.
	F
	T
	A
	Subsystem
	3.7.2

	SS_708
	System computers shall be state-of-the-market computers with the ability to read and verify personnel credentials.
	F
	T
	I
	Subsystem
	3.7.2

	SS_709
	The system shall provide nameplates for major components of the system.  Nameplates shall have the manufacturer's name, address, type or style, model or serial number identified on the equipment.
	F
	T
	I
	Subsystem
	3.7.2

	NA
	3.7.3  System Design
	NA
	NA
	NA
	NA
	NA

	SS_710
	The system shall have the capability for the Installation commander or authorized security official to electronically configure the system to require varying combinations of identification for each threat condition or FPCON level. 
	F
	T
	D
	System
	3.7.3

	SS_710A
	The system shall be able to quickly change from one threat condition / FPCON level to another and apply the corresponding required combination of forms of identification for controlling vehicle and pedestrian access.
	F
	T
	D
	System
	3.7.3

	SS_711
	The system shall require an approved credential and successful input of a PIN in order to allow vehicle entrance at higher FPCON levels.
	F
	T
	T
	System
	3.7.3

	SS_712
	The system shall be able to securely create, store, update and delete PIR data for all registrants.
	F
	T
	D
	System
	3.7.3

	SS_713
	The system shall be able to distribute PIR data to each ACP, each automated entrance lane, and the Visitor Control Center (VCC).
	F
	T
	D
	System
	3.7.3

	SS_714
	The system shall provide uninterrupted entry control processing despite loss of data connectivity from the network or central server.
	F
	T
	D
	System
	3.7.3

	SS_715
	The system shall be capable of recording, reporting, and screen-printing of all system events on electronic media to include pedestrian and vehicle throughput data.
	F
	T
	D
	System
	3.7.3

	SS_716
	The system shall provide pre- established reports and user-defined and user-configurable formatting for all reports.
	F
	T
	D
	System
	3.7.3

	SS_717
	The system shall record date, time, location, and identity of all personnel granted access in the access control events records
	F
	T
	T
	System
	3.7.3

	SS_718
	The system shall record and store access control events for 30 days.
	F
	T
	T
	System
	3.7.3

	SS_719
	The system shall record and store access control events for 180 days.
	F
	O
	T
	System
	3.7.3

	SS_720
	The system shall recognize and deny entry attempts by unauthorized personnel by positively preventing access while maintaining a safe environment for other persons transitioning the gate area.
	F
	T
	T
	System
	3.7.3

	SS_721
	The system shall conform to NFPA 70 standards.
	F
	T
	D
	System
	3.7.3

	SS_722
	The system shall be able to discriminate between individual switches, sensors and entry control devices and report available status to the appropriate workstation.
	F
	T
	D
	System
	3.7.3

	SS_723
	The system as initially configured will utilize a maximum of 65% of the provided computer memory, storage and computing speed.
	F
	T
	A/D
	System
	3.7.3

	SS_724
	The system as initially configured will utilize a maximum of 33% of the provided computer memory, storage and computing speed.
	F
	O
	A/D
	System
	3.7.3

	SS_725
	The system shall be able to provide verified registration information, including results of law enforcement and credentials checks, to AIE systems at other designated facilities to avoid the need to re-register.
	F
	T
	T
	System
	3.7.3

	SS_726
	The system shall be able to access the registration data of all other facilities within the AIE network.  
	F
	T
	T
	System
	3.7.3

	SS_727
	The system shall be capable of remote administration of the computers at all Installations on the AIE network from a centralized Network Control Center.
	F
	T
	D
	Subsystem
	3.7.3

	SS_728
	The system shall provide remote monitoring and control of all ACPs from a centralized location on site.
	F
	T
	D
	System
	3.7.3

	SS_729
	The system shall be able to receive and display the common operating picture at the central remote location, gate house, lane booth, and on handhelds.
	F
	O
	D
	System
	3.7.3

	SS_730
	The system should have the capability to function with different configurations with the traffic light functioning; Gate Arm up and Gate Arm down; Credential Only,  Credential and Biometrics, Credential and PIN. 
	F
	T
	D
	System
	3.7.3

	SS_731
	The system shall provide the capability to count and tally vehicle entry per ACP per vehicle lane. 
	F
	T
	D
	System
	3.7.3

	SS_732
	The system shall provide the capability to import a debarment list from a flat file, spreadsheet, document format into the AIE system and vet against that list.
	F
	T
	D
	System
	3.7.3

	SS_733
	The system shall have the capability for all ACPs to be monitored at the central remote location on the Installation.
	F
	T
	D
	System
	3.7.3

	SS_734
	The system shall have the capability for the ACP, guard booth, and central remote monitoring station to login to the system and use IT technology to control/override ACP transactions.
	F
	T
	D
	System
	3.7.3

	SS_735
	The system shall provide the capability for all credential readers to be equipped with visual and/or auditory feedback when credential is read.
	F
	T
	D
	System
	3.7.3

	SS_736
	The system should not register the same person more than once.
	F
	T
	D
	System
	3.7.3

	SS_737
	The system shall provide software installer packages. 
	F
	T
	D
	System
	3.7.3

	SS_738
	The system shall provide an open architecture that will permit other force protection/physical security systems and DOD databases to provide input for display. 
	F
	T
	D
	System
	3.7.3

	[SS_739]
	The system shall provide the capability for the guard booth to monitor and control multiple vehicle lanes using the AIE system during normal operations.
	F
	T
	D
	System
	3.7.3

	[SS_740]
	The system shall provide the capability for platooning at the vehicle lane.  Operations may consist of two guards with handhelds controlling one lane or one guard with handheld with the vehicle lane pedestal operational.  Gate crash and tail gate alarms are inactive.
	F/H
	T
	D
	System
	3.7.3

	NA
	3.8  External Interfaces
	NA
	NA
	NA
	NA
	NA

	SS_800
	The system shall be designed such that it can be integrated with existing garrison infrastructure and networks.
	F
	T
	D
	System
	3.8

	SS_801
	The system shall use standard communication protocols and communication links of CONUS Installations.
	F
	T
	D
	System
	3.8

	SS_802
	The system software shall electronically connect to DEERS through the Interoperability Service Layer without the staff having to re-key information. 
	F
	T
	D
	System
	3.8

	SS_803
	The program software shall electronically connect to NCIC without the staff having to re-key information.
	F
	T
	D
	System
	3.8

	SS_804
	When the AIE system is deployed to Korea, the system software shall electronically connect with DBIDS in Korea without the staff having to re-key information. 
	F
	O
	D
	System
	3.8

	SS_805
	When the AIE system is deployed in Europe, the system software shall electronically connect with ACS for applications in USAREUR without the staff having to re-key information.
	F
	O
	D
	System
	3.8

	SS_806
	The system shall have the capability to interface automatically with in state and out of state systems publishing outstanding Wants and Warrants, and the national terrorist watch list.
	F
	O
	D
	System
	3.8

	SS_807
	The system fingerprint collection subsystem shall be certified interoperable with the Federal Bureau of Investigation’s IAFIS.
	F
	O
	I
	System
	3.8

	SS_808
	The system shall verify the fingerprint read at the pedestrian lane with that in the registration database and provide the match result within 5.0 seconds (T) and 2.0 seconds. (O)
	F
	T/O
	T
	Subsystem
	3.8

	SS_809
	The system shall verify the fingerprint read at the vehicle lane with that in the registration database and provide the compare result within 5.0 seconds (T) and 2.0 seconds. (O)
	F
	T/O
	T
	Subsystem
	3.8

	SS_810
	The system program software shall electronically connect with in state and out-of-state law enforcement sources and local departments of motor vehicles databases.
	F
	O
	D
	Subsystem
	3.8

	SS_811
	The system program software shall electronically connect with state record systems that maintain state-issued driver’s licenses or identification cards.
	F
	O
	D
	Subsystem
	3.8

	SS_812
	The system shall provide CAC enabled server computers and workstations except the ones at the lanes.  Reference DOD 8510.01 specifies that, all DOD MAC I and MAC II systems will be configured to use the CAC card or a NSA-certified product for access.
	F
	T
	T
	Subsystem
	3.8

	SS_813
	The system program software shall electronically connect to the enterprise servers to transmit and receive user data.
	F
	T
	D
	System
	3.8

	SS_814
	The system program software shall electronically connect to the army enterprise SCOM servers
	F
	T
	D
	System
	3.8

	SS_815
	The system program software shall electronically connect to the federal bridge through the Interoperability Service Layer for access to other authoritative databases.
	F
	O
	D
	System
	3.8

	SS_816
	The system program software shall electronically connect to the web-based middle solution (Interoperability Service Layer).
	F
	T
	D
	System
	3.8

	SS_817
	The system shall provide the capability to electronically share the access denied list/debarment list with other DOD and federal systems.
	F
	T
	D
	System
	3.8

	SS_818
	The system shall provide a local database that tracks the local population to support verification and security alerts obtained from the Continuous Information Management Engine (CIME) via IoLS. 
	F
	T
	D
	System
	3.8

	SS_819
	The system shall provide the capability to electronically share local population information with other DOD and federal systems.
	F
	T
	D
	System
	3.8

	SS_820
	The system shall provide a standard interface for data interchange between Access Control Systems that comply with the Security Equipment Integration Working Group (SEIWG) Information Control Document 0100 series.
	F
	T
	D
	System
	3.8

	SS_821
	 The contractor shall implement Internet Protocol version 6 (IPv6) on public-facing servers and services providing for dual stack operations of IPv4 and IPv6 in parallel. 
	F
	T
	D
	System
	3.8





[bookmark: _Toc315287699][bookmark: _Toc339979120]5.	PACKAGING
This section is not applicable to this specification.
[bookmark: _Toc315287700][bookmark: _Toc339979121]6.	NOTES
(This section contains information of a general or explanatory nature that may be helpful in understanding system implementation and employment.)
[bookmark: _Toc315287701][bookmark: _Toc339979122]6.1	Intended Use
The AIE system will verify the credentials of authorized personnel with a DOD authoritative source such as DEERS, enroll verified personnel into a database, automatically authenticate the credentials of the personnel presented at the lane, and allow for entry of personnel and their vehicles onto the facility.  The system will be capable of accommodating both vehicular and pedestrian traffic at the ACP.  The system will provide enterprise capabilities that include the ability for registration information at one facility to be available at other facilities to allow personnel authorized at the other facilities to enter without re-registration.
The AIE system will allow the setting of a variety of access levels that can be combined with force protection levels to restrict access privileges and to require intensified personnel authentication as the need arises.  For instance, a person could be required to read an ID card for access, and then be required to read their fingerprint for authentication.
The system is envisioned to be comprised of computers, software, databases, servers, network equipment, and pedestrian and vehicle lane automation equipment such as video surveillance cameras, gate arm controllers, personal credential readers, vehicle credential readers, handhelds and other equipment necessary to accomplish the mission.
The system will be modular, scalable, secure, utilize an open system approach, capable of obtaining DIACAP certification, provide ease of maintenance and support, and able to be installed at multiple Installations.  The system will be based in part on the Army AIE Standard and Specifications and comply with Federal and DOD standards and regulations. 
[bookmark: _Toc315287702][bookmark: _Toc339979123]6.2	Definitions

	Term
	Definition

	Access Control Point
	Generally a corridor at the Installation entrance through which all vehicles and pedestrians must pass when entering or exiting the Installation.  For the purposes of this document, an ACP can be located within the Installation perimeter to provide access control to an area within the Installation.  The perimeter of the ACP consists of both passive and active barriers arranged to form a contiguous barrier to pedestrians and vehicles.

	Authentication (of
credentials)
	The process of ensuring that the presented credential exists in the registration database, generally performed when the user enters the lane.

	Authoritative Source
	A database or other information source that contains the definitive information of its kind and is maintained by an authorized government entity.  Examples include the Defense Eligibility Enrollment Reporting System (DEERS) database for DOD employee and Common Access Card (CAC) holders, and the NCIC for federal criminal information.  A state database might be an authoritative source for state-level criminal information.  An Installation can be an authoritative source for locally issued credentials.

	Automated Lane
	A lane at an Access Control Point that has the AIE system installed and operating.

	Biometric
	A unique and measurable characteristic of a human being used to identify an individual.  Examples include fingerprints, hand geometry, retina and iris patterns.  For this program, facial recognition should not be used as a primary form of biometrics.

	Civilian
	An individual not in the US military.

	Credentials
	A form of identification, possibly including biometrics, used to uniquely identify either an individual or other entity such as a vehicle.  Examples of individual credentials include the CAC or Personal Identification Number (PIN).  

	Credential Reader
	A device used to read a presented credential.  Examples of individual credential readers include a CAC reader or PIN pad.  

	Dependent
	An individual who is supported by a person on active duty.

	Enrollee (Permanent Party)
	A user that is allowed indefinite access privileges onto a site.

	Manual Lane
	A lane at an Access Control point that does not have the AIE system operating.  The lane could have the AIE system installed, but not in use.

	Objective Parameter
	A value within a requirement that is desired above the threshold value, if feasible and cost effective.  A threshold requirement may contain an objective parameter (along with a threshold parameter).  In this case, the entire requirement must be satisfied, using the threshold parameter at a minimum and the objective parameter as a goal. Objective parameters are referenced as such within the text of a requirement.

	Objective Requirement
	A Requirement that is a goal above a threshold requirement.  These requirements are
referenced as “objective”. Satisfaction of objective requirements are strongly desired if technologically and programmatically feasible, cost-effective, and can be done within schedule.

	Operator
	A staff member who directly interfaces with the system to support the users of the
system, such as a security guard or registration staff.

	Handheld Configuration
	A system configuration that provides the ability for the system to be deployed in an
expedited schedule that potentially has a set of capabilities that are less than the Fixed-Full system.  Individual requirements annotated with “Handheld” are part of the minimum set of requirements for the Handheld configuration.  The Fixed-Full configuration includes all Handheld requirements and the remaining requirements.

	Retirees
	Individuals retired from a branch of the US Military.

	Site
	A military base or other location that has AIE installed.

	Threshold Parameter
	A value within a requirement that must be satisfied at a minimum.   An objective
requirement may contain a threshold parameter (along with an objective parameter). In this case, the entire requirement may or may not be satisfied, but if it is satisfied, it can use the threshold parameter at a minimum and the objective parameter as a goal. A threshold parameter will be indicated within the text of a requirement.

	Threshold Requirement
	A requirement that the system must satisfy.  All requirements are threshold requirements unless otherwise stated as objective. 

	Trusted Traveler
	A program that allows a Uniformed Service member or government employee with a
valid CAC, driver’s license and clear NCIC check, to present their identification token for automated authentication while simultaneously vouching for vehicle occupants.  

	User
	A customer of the AIE system who uses the AIE system to gain access onto a site.

	Vetting (of credentials)
	The process of verifying that the presented credential is valid, usually against an
authoritative source, and generally performed at time of registration.





[bookmark: _Toc311641816]
[bookmark: _Toc315287703][bookmark: _Toc339979124]APPENDIX A - ACRONYMS AND ABBREVIATIONS

ACP		Access Control Point
ACPP		Access Control Point Program
ACS		Access Control System
ACWG	Access Control Working Group
AES		Advanced Encryption Standard
AIE		Automated Installation Entry
AIT		Automatic Identification Technology
AR		Army Regulation
ASIOE		Associated Support Items of Equipment

CAC		Common Access Card
CCTV		Closed Circuit Television
CONOPS	Concept of Operations
CONUS	Continental United States
COP		Common Operating Picture
CPC		Corrosion Prevention and Control

DA		Department of the Army
DEERS	Defense Enrollment Eligibility Reporting System
DIAC		Defense Installation Access Control
DISA		Defense Information Systems Agency
DOB		Date of Birth
DOD		Department of Defense
DSS		Decision Support System
DVR		Digital Video Recorder

EOSH		Environmental Occupational Safety and Health
EM2P		Emergency Management and Monitoring Program

FIPS PUB	Federal Information Processing Standard Publication
FOC		Full Operational Capability
FoS		Family of Systems
FP		Force Protection
FPCON	Force Protection Condition

GIDEP		Government Industry Data Exchange Program

HSPD-12	Homeland Security Presidential Directive – 12

IAVM		Information Assurance Vulnerability Management
ICIDS		Integrated Commercial Intrusion Detection System
ID		Identification

IoLS		Interoperability Layer Service
IPT		Integrated Product Team

JOpsC		Joint Operations Concepts
JPEO-CBD	Joint Program Executive Office for Chemical and Biological Defense

LAN		Local Area Network
LORA		Level of Repair Analysis
LRU		Line Replaceable Unit

MTA		Maintenance Task Analysis

NCIC		National Crime Information Center
NET		New Equipment Training
NIPRNet	Non-secure Internet Protocol Router Network

OCONUS	Outside the Continental United States

PAC		Physical Access Control
PdM-FPS	Product Manager, Force Protection Systems
PHS&T	Packaging, Handling, Storage, and Transportation
PII		Personally Identifiable Information
PIL		Preferred Items List
PIN		Personal Identification Number
PMCS		Preventive Maintenance Checks and Services

S&I		Standardization and Interoperability
SCOM		System Center Operations Manager
SoS		System of Systems
SSA		Supply Support Activities
SSN		Social Security Number

TM		Technical Manual
TMDE		Test, Measurement and Diagnostic Equipment
TPF		Total Package Fielding

UPS		Uninterruptible Power Source
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